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 Computer Security :- is the protection of computing systems and the data 

that they store or access. It refers to the technological safeguards and 

managerial procedures that can be applied to computer hardware, programs, 

and data. 

 Data Security :- refers to the protection of data from accidental, or 

unauthorized modifications or destructions, or disclosure to unauthorized 

persons. 

 Privacy :- it is the right of an individual to decide what information he wish 

to share with others and what information he will accept from others. 

 Integrity :- it refers not only to the correctness of data (message or file) but 

its resources and validity. 

 Data Integrity :- is the property that data has not been changed or 

destroyed in an unauthorized manner. 

 Authentication :- is the granting a user of right access to a protected 

program, or a process. 

 System Integrity :- is the ability of a system to operate according to some 

specifications even in the face of deliberate attempts to make the system 

behave differently. 

 Confidentiality :- is the property that information is not made available or 

disclosed to unauthorized persons. 

 Identification :- the identification of a user, file, program, or other object is 

the unique name or number assigned to that object.  

 

Why is the Computer Security Important? 

1. Provide support for the critical business processes. 

2. Provide protection for the personal and sensitive information. 
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What will happen if your computer gets hacked? 

1. It could be used to hide some programs. 

2. It could generate a large amount of unwanted traffic. 

3. Some one could send illegal software from your computer to others 

without you realize it. 

4. Someone could access personal information. 

5. Someone could record all your keys that are used like passwords. 

 

Good Security Standards :-    

If follows the rule of 90/10, it means that 10% of security are technical while 

90% of security depends on computer user (you). 

For example:- the lock of the door represent the 10% while the remembering to 

lock the door, checking if the door is closed, etc., this represents the 90%. So we 

need the both 90 and 10 to get the effective security. 

 

The Effective Security :-  

Means the following:- 

1. Everyone who uses a computer needs to understand how to keep their 

computer and data secure. 

2. Learn the good computing security procedures. 

3. Report anything unusual and notify the appropriate persons. 

     

The Consequences of Security Violation :-  

1. Loss of employee trust.                                                                      

2. It causes risks to security and integrity of personal information. 

3. Loss of business information.                                           
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Internet Privacy and Security:-             

1. Privacy on Internet :- It means the measures to protect data during their 

transmission over a collection of interconnected networks. Social 

networking sites like Facebook, personal web pages have also become 

public sources of personal information. So :- 

 Do not write personal details online. Assume that anything you post to 

those websites is public and could be used against you. 

  The good rule is to post only the information that you desire to be 

public in that websites. 

  Put in your mind that anything you will post in public website is more 

difficult to take it back even if you delete it, since copies of this 

information will still exist on other computer or websites.   

  

Cautions when using Social Network:-  

1. Remember that the internet is not private. 

2. Do not give out personal or sensitive information to anyone you don’t 

know. 

3. Don’t provide personal or sensitive information to internet site unless 

you are using trusted and secure web pages. 

4. Some web pages display an internet address directly, so don’t click on 

such address. 

5. A little lock is putting at the end of "http" address; this means that 

website is secure. 

 

 

2. Internet Security Cautions :-  

1. Make sure you know where you are going before clicking on a link. 

2. Use only known, trusted and secure websites when you enter 

sensitive or personal information. 
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3. To help avoid viruses don’t use internet explorer and use instead 

more secure alternative way like Firefox or Safari. 

 

Security Involving Programs :-                            

Programs may cause two types of problems:- 

1. These programs may transform of data to serve the users who must have 

no access to such data. 

2. Theses programs may possible to penetrate by other systems leading to 

prevent authorized person from accessing them and at the same time 

allow unauthorized access to it. 

 

Information Access Problems :-   

There are several types of software that can be used to gain access to 

unauthorized data or information:- 

a) Trapdoors 

A set of access points that are put in the system by programmer for the following 

possibility points:- 

1. To identify future modification of the system. 

2. To access to mistakes in the future. 

3. Allowing the designer of accessing to the program after the completion of 

its design. 

 

Causes of Trapdoors:- 

Usually the programmer must remove these points during program 

development but it can be found in the programs for the following reasons:- 

1. The programmer forgot to delete these points. 

2. Programmer usually leaves these points in order to help the rest of the 

parts of the program test or to assist in the maintenance of that program. 
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So we note that the advantage of Trapdoors is that we can test the performance 

of the system, while the disadvantages are that it is used by the programmer for 

a break. 

b) Trojan Horse 

For the similarity of his work with the legend  of Trojan Horse wooden which 

hid by a number of soldiers Greeks and they were the reason to open the city of 

Trojan.  

It is a kind of software which is loaded with major program and doing some 

hidden functions that are often concentrated to penetrate the system. 

Trojan horses may steal  information or damage the host computer systems and 

may be used for the download by search engines  or by installing online games 

or applications based on internet taking advantage of security gaps that allow 

unauthorized access to the system.   

 

c) Salami Attack 

Is a process similar to the process slicer where small deducted (يستقطع) money 

from each account an amount so that this part is not observed in the normal 

case.  

This type of software is attacking the banks where the decimals deduct each 

amount daily and will be transferred to another account without being noticed 

and within days or months will get the beneficiary  on the huge amounts of 

money. 

Also the customer who will be deducted from his account decimals will not 

demanding to clarify the matter because it will be regarded as the amount 

deducted is worthwhile.  
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Programs that leak information  

This type of software is leaking the information and delivery it to person not 

authorized to get it. 

The generic name for this type of program is (Covert or Hidden Channels). 

Are a hidden channels or programs used to penetrate  the system and leaking of 

information from the system. 

For example; a programmer when designing a specific program for the bank, is 

entitled to  deal with the data and its size as required by the banking program, 

but access to that data after completion the designing of the program is 

unacceptable.   

How to Create Covert Channels            

1. The programmer can encode data through a formula to replace the output, 

for example replace the word (total) with (totals) by adding (s) to the end 

of the word as it is represents the bit itself Covert Channel through which 

is part of the information transfer. 

2. In same case, the programmer can not access the data through the 

program, but it calls another program that converts the data to the first 

program and is not observable. 

3. The smart programmer can develop Covert Channel, for example, assume 

that the program reached a confidential data (ٌبجانات سري) during execution 

and that the programmer will create of dual-coding and through which 

passes the information to that coding. 

Service Problems  

This kind of problem depends on designing programs to influence  the work of 

the system and the services provided by the user, causing stops these services 

and the failure of this is called " fail of service". 
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Types of service problems:-  

a) Greedy Programs 

Programs that are change the sequence of important for programs to implement, 

for example, in multi-processes systems, there is a time to run each program so 

when one program waiting for input data for input devices, the CPU will enter in 

the waiting state, leading to wait for the implementation od other programs.  

b) Viruses 

Are programs that impact  on other programs by making adjustments. 

These programs are considered an extension for Greedy Programs. 

Its problems:- 

1. Viruses interference to systems that have a number of users to access data, 

for example e-mail. 

2. Viruses can multiply in the system a very short time and often can not 

determine the source and the small size of these programs help to hide in 

complex programs such as Data Base. 

c) Worms 

Is malicious software that repeats them in order to spread into the rest of the 

computers that are used in computer network depending on the failure in the 

security system that is used. 

Worms differ from viruses that viruses make changes on programs that are 

dominated by, while worms causing harm in a simple computer networking 

through the destruction of bandwidth. 

Worms don’t make any change in files but only settle  in the memory and repeat 

them and are often used parts of the operating system specially the invisible 

parts for the users. 
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Program Development Controls against Program Attacks 

 (a) Modularity       (b) Encapsulation      (c) information Hiding 

a) Modularity:- is the process of dividing a program into subtasks called 

(Modules), each task do certain function. There are several advantages 

from writing program into partial tasks:- 

1. Maintainability              

The maintenance of the system be directed process where only the specific 

module maintenance. 

2. Understandability            

Program which consists of several parts is easy to understand and know his 

work compared to if large.    

3. Correctability               

Easy follow-up errors as they arise and this will lead to speed in correcting 

these errors. 

  

b) Encapsulation          

The concept of modularity lead to the independence of each module from the 

other, where each module is an independent object and this is known as the 

principle of encapsulation. 

When making a program, each module will be surrounded by a shield 

preventing unwanted access from the outside, so that the process of 

encapsulation does not mean isolating modules from other parts of the 

program but sets handle modules with each other, and this will reduce the 

covert channel used to penetrate the system. 

c) Information Hiding           

Means hide the data and instructions of a module and this will lead to hide 

the function of module. 
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This process is desired in terms prevents the programmer from doing 

penetrate the module unless it is to know how the module works. 

Independent Testing                  

The purpose of the test is to determine the validity of the program and during 

the test we can see the errors. 

The purpose of the test:- 

1. Test that shows errors is more accurate than the test you can not find 

something. 

2. The testing process will assure us that the system works and is designed 

according to its purpose. 

3. From a security stand point, the testing is very important because the 

programmer may hide another program within the system as a weakness 

to serve its own purposes. 

Security Mechanism :- means the mechanism that is designed to detect, 

prevent, or recover from security attack. 

Remember that no single mechanism will support 

all functions required. 

Chapter Two :- 

 Cryptology  :-  is the science of cryptography and cryptanalysis. 
 

 Cryptography :- is the science of secret writing.   
 

 Plaintext (P) :- is the original text which is understand by anyone. 
 

  Cipher text (C) : - is an encrypted plaintext, sometimes called cryptogram. 

 Cipher :- is a method of encipherment and decipherment. 

 Encipherment (Encryption) E :- is the process of transformation Plaintext 

(P) to Ciphertext (C).  

 Decipherment (Decryption) D :- is the process of transformation Ciphertext 

(C) to Plaintext (P).  
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 A Key (K) :- is a controller for Encipherment and Decipherment. 

 Cryptanalysis :- is the science of methods of breaking ciphers. 
 

 

Cryptography 

Suppose a sender wants to send a message to a receiver. Moreover, this sender 

wants to send the message securely: she wants to make sure the unauthorized 

can not read the message. 

A message is plaintext [sometime called clear text]. The process of disguising 

 a message in such a way as to hide its contents is called encryption. An (تمويه)

encrypted message is cipher text. The process of truing cipher text back into 

plaintext is decryption; this is all shown in figure below. 

 

Plain text is denoted by M, for message or P for plaintext. It can be a stream of 

bits, a text file, a bitmap, a stream of digitized voice, a digital video image. 

Whatever. As far as a computer is concerned, M is simply binary data. 

Cipher text is denoted by C. it is also binary data: some the same size as M. some 

time larger (by combining encryption with compression. C may be smaller than 

M). 

The encryption functions E operate on M to produce C, or, in mathematical 

notation.  E (M) =C 

In the reverse process, the decryption functions D operate on C to produce M: 

D(C) = M 

Since the whole point of encryption and then decryption a message is to recover 

the original plain text, the following identity must hold true. 

D (E (M)) = M 
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  The Components of Cryptographic System (Cryptosystem):- 

1. A plaintext message (P). 

2. A Ciphertext message (C). 

3. A Key (K). 

4. Enciphering transformations      C = Ek1 (P) 

5. Deciphering transformations      P = Dk2 (C) 

 

 The General Requirements of Cryptosystem:-     

Cryptosystem must satisfy three general requirements: 

1) The enciphering and deciphering transformations must be efficient for all 

keys.   

2) The system must be easy to use. 

3) The security of the system should depend only on the secrecy of the keys and 

not on the secrecy of the algorithms Encryption or Decryption. 

 

 Cryptanalysis:-  

Is the science and study of methods of breaking ciphers. A cipher is breakable if 

it is possible to determine the plaintext or key from the Ciphertext or to 

determine the key from both plaintext and Ciphertext. 

 

 Types of Cryptanalysis attacks:- 

1. Ciphertext-only attack:-                                                    

The cryptanalyst has the cipher text of several messages, all of which have 

been encrypted using the same encryption algorithm, the cryptanalyst job is 

to recover the plain text of many message as possible, or better yet to deduce  

the key (or keys) used to encrypt the message. In order to decrypt other 

message encrypted with the same keys. 
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2. Known-plaintext attack:-  

The cryptanalyst (attacker) has access not only to the cipher text of several 

message, but also to the plain text of those message. His job is to deduce the 

key (or keys) used to encrypt the message or an algorithm to decrypt any 

new message encrypted with the same key, (or keys). 

 

3. Chosen-plaintext attack:- 

The cryptanalyst (attacker) not only has access to the cipher text and 

associated plain text for several message. But be also chooses the plain 

text that gets encrypted, so his job is to divide the plaintext into several 

blocks by which he can deduce the key (or keys) used to encrypt the 

message or an algorithm to decrypt any new message encrypted with the 

same key (or keys).  

 

4. Adaptive-chosen-plaintext attack:- 

This is a special case of a chosen-plaintext attack. Note only can the 

cryptanalyst (attacker) choose the plaintext that is encrypted, but he can 

also modify his choice based on the result of pervious encryption 

 

5. Chosen-Ciphertext attack:-                                        

The cryptanalyst (attacker) here can choose a set of encrypted messages 

and try to decrypt them to access the plaintext text with the key. This 

method is used to attack cryptographic systems using two keys K1, K2 that 

is known as Public-Key algorithm, and sometimes attack cryptographic 

systems using one key which is known as One-Key algorithm. 

 

6. Chosen-key attack:- 

Here the cryptanalyst (attacker) has some information that has to do with 

different keys and tries to reach the desired key. 
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7. Rubber-hose cryptanalysis:- 

Is the use of bribery, extortion and threat to access the key. 

Note that, the methods from 1 to 4 assume that the cryptanalyst has 

complete knowledge of the encryption algorithm used. 

 

 Threats types:-  

1. Passive:- does not affect the system, just take the wanted data and 

information. 

2. Active:- affect the system in addition to have the wanted data and 

information. 

 

Types of Cryptosystem depending on keys:- 

1. Symmetric algorithms:- this type also called Conventional System or 

Single-Key or One-Key in which (key1 = key2). 

2. Asymmetric algorithms:- also called (Public-Key algorithm), use two 

different keys that is (key1 ≠ key2). 

Note that:- 

Encryption-key (k1) is a Public-Key while Decryption-key (k2) is Private-

Key. 
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Mathematical Background 

Number Theory:-  

If we have a, b are integer numbers and n>0  

a mod n=r        where r is the remainder and 0 ≤ r ≤ n-1 

The rule will be:-  

If and only if one of these three conditions is satisfied:- 

1. a mod n = b mod n 

2. n/(a-b)  note that no remainder from this division. 

3. a × k + b = n    where k is an integer. 

Example (1) :-    3 ≡ 2 mod 5   _____   a=3      b=2     n=5 

1. a mod n = b mod n 

            3 mod 5 = 2 mod 5  

                          3≠ 2 (not satisfied) 

2. n/(a-b)  

5/(3-2) 

5/1 = 5  

3. a × k + b = n 

3× k + 2 = 5 

3k = 5-2 

3k = 3 → k=1 (must be integer) 

Example (2) :-    17 ≡ 2 mod 5   _____   a=17      b=2     n=5 

1. a mod n = b mod n 

            17 mod 5 = 2 mod 5  

                          2 = 2 (this condition is satisfied) 

2. n/(a-b)  

5/(17-2) 

5/15 (not satisfied because the result is not integer number)  

 

a ≡ b mod n 
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3. a × k + b = n 

17× k + 2 = 5 

17k = 5-2 

17k = 3 → k=3/17 (k must be integer, not satisfied because the result is 

not integer number) 

 

 Greatest Common Divisor GCD:- 

Note that:- GCD (Greatest Common Divisor) of two or more integers, where at 

least one of them is non zero, is the largest positive integer that divides the 

numbers without a remainder, for example, the GCD of 8 and 12 is 4. 

GCD is also known as Greatest Common Factor (GCF) or Highest Common 

Factor (HCF). 

 Computing GCD using Subtraction method:- 

علٍ ناتحَ ثم تطرخى من العدد الأصػر فً البدايٌ  وهً أن تقوم بطرح العدد الأصػر من الأكبر لتخصل

وكما فً المثال  وعندها ذلك هو القاسم المشترك a = b وتقوم بالأمر ختٍ تجد النتججٌ صفر أي عندما يساوي

 ( 198َ 252لخساب القاسم المشترك اِكبر ) -التالً:

Abs (252 – 198) = 54 

Abs (198 – 54) = 144 

Abs (144 - 54) = 90 

Abs (90 – 54) = 36 

Abs (54 - 36) =18 

Abs (36 – 18) = 18 

Abs (18 – 18) =0 

∴ GCD (252,198) =18 
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 Computing GCD using Euclid's Algorithm method:- 

Use the theorem that:-            GCD (a , b) = GCD (b , a mod b) 

Euclid's Algorithm for computing GCD (a , b) 

 A=a   ,   B=b 

 While B>0 

o R = A mod B 

o A = B 

o B = R 

 Return A  

Note that:- 

 R = reminder and if R = 0 then GCD (a , b) = b 

 Always (a > b) 
 

Example (1):-   Find  GCD (1970 , 1066)   

a=1970      b= 1066 

A B R = A mod B 

1970 1066 904 

1066 904 162 

904 162 94 

162 94 68 

94 68 26 

68 26 16 

26 16 10 

16 10 6 

10 6 4 

6 4 2 

4 2 0 
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Example (2):-  GCD (27,18) 

27= 18*1 +9 

18= 9*2+0 

GCD (27,18)=9 

 

 

 

 

 

 

 

 

Example (5):-    GCD (34 , 17)  

a=34      b= 17 

34 = 2 × 17 + 0  (here R=0, so GCD (34 , 17) = 17 = b) 

  

 Computing Inverse for two Dim matrix:- 

 للمصفوفٌمعكوس خساب ال

مصفوفٌ ساوى يفً معكوسوا   المصفوفٌيقصد بى المعكوس الضربً  للمصفوفٌ بخجث يكون خاصل ضرب 

 . الوخدة

 : إيجاد معكوس المصفوفٌ

       يمكن إيجاد معكوس المصفوفٌ من القانون التالً :
       

| |
 

 : فٌلخساب معكوس المصفو

 . خساب مخدد المصفوفٌ والتأكد أنى ِ يساوى صفر 

 . ) ٌخساب المصفوفٌ المرتبطٌ ) المرافقٌ أو المصاخب 

 من القانون اعّه خساب المعكوس . 

 

 

 

 

Example (4):-  GCD (123,4567) 

4567=123*37+16 

123=16*7+11 

16=11*1+5 

11=5*2+1 

5=1*5+0 

GCD (123,4567)=1 

 

Example (3):-  GCD (5,3) 

5= 3*1+2 

3=2*1+1 

2=1*1+1 

1=1*1+0 

GCD (5,3)=1 

 

http://ar.wikipedia.org/wiki/%D8%A7%D9%84%D9%85%D8%B5%D9%81%D9%88%D9%81%D8%A9
http://ar.wikipedia.org/wiki/%D9%85%D8%B5%D9%81%D9%88%D9%81%D8%A9_%D8%A7%D9%84%D9%88%D8%AD%D8%AF%D8%A9
http://ar.wikipedia.org/wiki/%D9%85%D8%B5%D9%81%D9%88%D9%81%D8%A9_%D8%A7%D9%84%D9%88%D8%AD%D8%AF%D8%A9
http://ar.wikipedia.org/wiki/%D9%85%D8%B5%D9%81%D9%88%D9%81%D8%A9_%D8%A7%D9%84%D9%88%D8%AD%D8%AF%D8%A9
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 قجمٌ المخدد :

  ٌفإن قجمتى تساوي مجموع خاصل ضرب عناصر القطر     إذا كان المخدد من الدرجٌ الثانج

 خاصل ضرب عناصر القطر الآذر . الرُجسً مطروخاً منى مجموع

 

 

 دلتا  يرمز للمخدد بالرمز 

 مثال :

  |
    
   

|                                   

 إشارة المخدد

|
   
   
   

|                |
  
  

| 

  ٌفجمكن خساب قجمتى باستعمال قاعدة الأقطار .    إذا كان المخدد من الدرجٌ الثالث 

 : ذطوات ايجاد قجمٌ المخدد بقاعدة الأقطار- 

 كتابٌ العمود الأول والثانً علٍ يمجن المخدد . اعادة -1

مجموع خاصل ضرب عناصر القطر الرُجسً والقطرين الموازيجن لى علٍ يمجنى كما هو موضد  ايجاد -2

 بالصورة التالجٌ :

a b c b c 

d e f e f 

g h i h i 
 

اصر القطر الآذر والقطرين الموازيجن لى علٍ يمجنى كما هو موضد مجموع خاصل ضرب عن ايجاد -3

 بالصورة التالجٌ :

a b c b c 

d e f e f 

g h i h i 

 2من ناتح الذطوة  3قجمٌ المخدد بطرح ناتح الذطوة  ايجاد -4
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 -: مثال

| أوجد قجمٌ المخدد 
       
         
            

| 

 الخل :

 دد بوضع العمودين الأول والثانً يمجن المخدد  كتابٌ المخ اعادة -1

   

|
      
        
          

|
    
      
        

 

 مجموع خاصل ضرب عناصر الأقطار : ايجاد -2

 

 8من المجموع الأول    207-طرح المجموع الثانً  -3

8 – (-207) = 8 + 207 = 215 

 

 -: قجمٌ المخدد نً إذ -4

      

 لمرافقاتمصفوفٌ ا

ويخسب     لعنصر     فإننا نعرف العامل المرافق  nمصفوفٌ مربعٌ من درجٌ  [   ]  إذا كانت 

 كالتالً :

        |

         

         

         

|                    

 المصفوفٌ التالجٌ :  Adjأوجد  مثال :
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  [
   
   
   

] 

 

 الخل :

نقوم بخذف الصف والعمود الواقع فجوما العنصر ونضرب عناصر القطر الرُجسً مطروخاً منى ضرب 

 عناصر القطر الآذر مع الأذذ باِعتبار إشارة المخدد لكل عنصر :

  

|
   
   
   

| 

 

   نضرب المخدد بـ  ذنإ خسب المخدد + والذي إشارتى    نأتً بالعنصر 

               |
  
  

|          0 ) = 4 

 

   إذاً نضرب المخدد بـ   والذي إشارتى خسب المخدد     نأتً بالعنصر 

 

               |
  
  

|          0 ) = 0 

 

 -نكمل الخل علٍ نفس الطريقٌ :

        |
  
  

|                

        |
  
  

|                

         |
  
  

|                

      |
  
  

|               

          |
  
  

|                

          |
  
  

|                

      |
  
  

|               
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 ٌ علٍ شكل مصفوفٌ مرافقات .نقوم بصف العناصر الناتج

 مصفوفٌ المرافقات تساوي :ذن إ

        [
          
        
        

] 

 

 فلإيجاد مصفوفٌ المرافقات لوا نقوم بما يلً :    خجنما تكون المصفوفٌ خالٌ ذاصٌ : 

 نبدل عناصر القطر الرُجسً . -1

 نقلب إشارة عناصر القطر الآذر . -2

 مثال :

  [
  
  

] 

         [
      
      

] 

 

 -: 1مثال 

  [
   
   
   

] 

 الخل :

     
       

| |
 

 

 :        إذاً أوًِ نأتً بـ 

             |
  
  

|           6 ) = 6 

              |
  
  

|               

      |
  
  

|                

      |
  
  

|               
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         |
  
  

|                

      |
  
  

|               

        |
  
  

|                

       |
  
  

|                

      |
  
  

|                

        [
          
          
        

] 

 

 : | |ثانجاً نأتً بـ 

| |  |
   
   
   

|
  
  
  

 

=[                       ]  [                       ]  

=                     

       

    

So:- 

     
 

  
 [
          
          
        

] 

Matrix Multiplication:-      ضرب المصفوفات         

 Aفإنوما تكونان قابلتجن للضرب إذا كان عدد الأعمدة فً المصفوفٌ الجسرى  A, Bإذا كانت هناك مصفوفتان 

 , (x 2 3)رتبتاهمـا  A , B. فعلٍ سبجل المثالَ المصفوفتجن  Bمساوياً لعدد الصفوف فً المصفوفٌ الجمنٍ 

(2 x2) وتتكون من: علٍ الترتجب 
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


























2221

1211

3231

2221

1211

bb

bb
B      ,       

aa

aa

aa

A 

 

 -تعرف كالآتً: (x 2 3)هو مصفوفٌ رتبتوا  C = ABخاصل الضرب 

 

























2232123121321131

2222122121221121

2212121121121111

babababa

babababa

babababa

C 

 

وعـدد مـن الأعمـدة  Aأي أن المصفوفٌ الناتجٌ لوا عدد من الصفوف يساوى عدد صفوف المصفوفٌ الأولـٍ 

)أى الواقع فـً  Cikولجكن  Cمن عناصر المصفوفٌ  ويكون كل عنصر Bيساوى عدد أعمدة المصفوفٌ الثانجٌ 

فً المصفوفٌ الجسـرى  I( مساوياً لمجموع خواصل ضرب عناصر الصف رقم  kوالعمود رقم  Iالصف رقم 

A  فً عناصر العمود رقمk  ٍمن المصفوفٌ الجمنB .فٍ نظجره 

 مثال : إوجد خاصل ضرب المصفوفتجن:


























 


35

24

12

B   ,  
214

132
A 

 الخـــــل

   































422

111
    

322114524124

312312514322
    

BAC

 

 مثال : إذا أذذنا:
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   





























32

13

21

B    ,    
312

213
A

2332
 

 

 -: من C = ABويعطٍ خاصل الضرب  Bقابلٌ للضرب فٍ المصفوفٌ  Aفإن المصفوفٌ 

 



























1411

1310
          

331122233112

321123223113
C

22

 

 

 -من: D = BAويعطٍ خاصل الضرب  Aقابلٌ للضرب فٍ المصفوفٌ  Bومن جوٌ أذرى فإن المصفوفٌ 

 












































13512

9411

837

           

332213122332

312311132133

322112112231

D
33

 

ة  لد للمصـفوفات ختـٍ لـو كانـت رتبـٌ مصـفوفتصـِ ذاصـجٌ اِبـدالأي أن  ABBAومن هذا يتضد أن 

 .BAتساوى رتبٌ مصفوفٌ خاصل ضرب  ABخاصل ضرب 

 -وضرب المصفوفات لى الذصاُص التالجٌ:

1) A (B + X) = AB + AX 

2) (A + B) C = AC + BC 

3) A (BC) = AB (C)  

 

 

 



 Computer Security                                                            Ass.Prof. Dr. Maad M. Khalil
 

25 
 

Chapter Three 

Traditional related to all ciphers used before seventies, they are divided into:- 

1. Transposition Ciphers 

2. Substitution Ciphers 
 

1. Transposition Ciphers 

 

 

 

 

 

 

 

 

 

 

Simple Transposition Columnar Transposition:- 

1. Compute the characters in plaintext. 

2. Create two dimensional matrix (no. of row × no. of columns equal the 

length of plaintext and be sure that the no. of columns must be the largest, 

for example, if the length of plaintext equal to 15 then the Dim of a matrix 

will be 3×5 ( 3-rows and 5-columns). If the length of plaintext equal to 17 

then the Dim of a matrix will be 3×6 (3-rows and 6-columns). 

3. The length of key equal to the no. of columns. 

4. Fill matrix locations with characters of plaintext row by row and in case 

there is an empty location in matrix, fill it with (x). 

5. Put the key as a label for columns. 

6. To get the cipher text, scan the columns of matrix depending on key values 

and take the corresponding matrix values. 

 

Transposition 

Ciphers 

Double Transpositions Simple Transposition 

A fixed Period 

Transposition 

Columnar 

Transposition 



 Computer Security                                                           Ass.Prof. Dr. Maad M. Khalil
 

26 
 

Example 1:- 

If the plaintext = ibnalhaithem  

The length of plaintext = 12 

Dim of Matrix= 3×4  

Now using key= 4213 so the length of key = 4 

4 2 1 3 

i b n a 

l h a i 

t h e m 

 

Now to have the cipher text, use the key in sequential and take the 

corresponding matrix contents as shown below:-  

C= nae bhh aim ilt 
C= naebhhaimilt 

No. of column 1 2 3 4 

 

For Deciphering:- create the same DIM empty matrix then filling it with the 

cipher text depending on the key 4213, then scan matrix elements row by row as 

shown below:- 

      4 2 1 3  

      i b n a 

P= ibnalhaithem       l h a i 

      t h e m 
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Example 2:- 

Plaintext = this is transposition 

Key = code 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

 1 2 3  4  

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

∴ Key = code = 1423 

The length of plaintext = 19 

Dim of Matrix= 4×5  

1 4 2 3 

t h i s 

i s t r 

a n s p 

o s i t 

i o n x 

 

∴ Cipher text = tiaoi itsin srptx hsnso 

Example 3:- 

Plaintext = WE ARE DISCOVERED FLEE AT ONCE 

Key = ZEBRAS  

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

1 2   3             4 5       6 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

∴ Key = ZEBRAS = 632415 
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The length of plaintext = 25 

Dim of Matrix= 6×5  

6 3 2 4 1 5 

W E A R E D 

I S C O V E 

R E D F L E 

E A T O N C 

E X X X X X 

 

∴ Cipher text = EVLNX ACDTX ESEAX ROFOX DEECX WIREE 

 

 

Simple Transposition (Fixed Period d):- 

1. Divide plaintext into equal periods. 

2. The length of key equal to the length of period, if d=4 then length of key =4 

also. 

Using the previous example If the plaintext = ibnalhaithem  and d=4 then the 

length of key=4  
  

i b n a l h a i t h e m 

1 2 3 4 1 2 3 4 1 2 3 4 

 

If key = 4213 

 C= a b i n i h l a m h t e   C= abinihlamhte 

 4 2 1 3 4 2 1 3 4 2 1 3  
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For deciphering, rearrange the numbers but in sequential form to get the 

plaintext, as shown below:- 

 

i b n a l h a i t h e m           P=ibnalhaithem 

1 2 3 4 1 2 3 4 1 2 3 4  

 

Double Transpositions :- This method repeats simple transposition two times, 

each time with different key. 

Example :-  

If we use a fixed period with two different keys. 

P= athiedeibrahem            with d=4,    k1= 3142,    k2= 4123 

Now using k1= 3142 

P= a t h i e d e i a r a h e m x x 

 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

 

C= h a i t e e i d a b h r x e x m 

 3 1 4 2 3 1 4 2 3 1 4 2 3 1 4 2 

 

Now deal with C as the plaintext and repeat the previous steps:- 

C= h a i t e e i d a b h r x e x m 

 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

 

Now using k2= 4123 

CC= t h a i d e e i r a b h m x e x 

 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 
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For Deciphering, begin first with the (CC) text using k2= 4123 to get 

intermediate cipher text (C), then use k1= 3142 to get plaintext, as shown 

below:- 

CC= t h a i d e e i r a b h m x e x 

  4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 

 

Now using k2= 4123 to get (C) 

C= h a i t e e i d a b h r x e x m 

 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

 

Now using k1= 3142 to get plaintext (P) 

C= h a i t e e i d a b h r x e x m 

 3 1 4 2 3 1 4 2 3 1 4 2 3 1 4 2 

 

 

P= a t h i e d e i b r a h e m x x 

 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
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Example :- use the previous example but using two different simple 

transposition (Columnar and Fixed Period) with k1= 31524 for columnar and 

k2= 3142 with d= 4 for Fixed period. 

P= athiedeibrahem     So, Plaintext length=14     ∴ Dim of matrix = 5×3 

3 1 5 2 4 

a t h i e 

d e i b r 

a h e m x 

 

 

C= the ibm ada erx hie 
C= tehibmadaerxhie 

No. of column 1 2 3 4 5 

 

Now using k2= 3142 with d= 4 for Fixed period 

C= t e h i b m a d a e r x h i e x 

 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

 

CC= h t i e a b d m r a x e e h x i CC= htieabdmraxeehxi 

  3 1 4 2  3 1 4 2  3 1 4 2  3 1 4 2  

 

Now for Deciphering, first use k2 to decipher (CC) to get the intermediate cipher 

text (C), then use k1to get plaintext (P), as shown below:- 

CC= h t i e a b d m r a x e e h x i 

  3 1 4 2  3 1 4 2  3 1 4 2  3 1 4 2 

 

 

 

 

 



 Computer Security                                                            Ass.Prof. Dr. Maad M. Khalil
 

32 
 

C= t e h i b m a d a e r x h i e x 

 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

 

Now using k1= 31524 columnar method, create matrix with 5-columns because 

the length of key = 5, so divide the length of C on the length of key to get the 

number of rows. 

Note that we dispose the remainder from division operation. 

∵Length of C=16    and     Length of k=5  

∴   /     remainder    dispose  

 

C= t e h i b m a d a e r x h i e x 

 1 2 3 1 2 3 1 2 3 1 2 3 1 2 3  

 1 2 3 4 5 

 

3 1 5 2 4 

a t h i e 

d e i b r 

a h e m  

 

∴ P= athiedeibrahem 
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2. Substitution Ciphers:-  

Have four types:- 

1. Simple 

2. Homophonic 

3. Polyalphabetic 

4. Polygram (Polygraphic) 

 

1. Simple 

 

 

 

  

 

 

 

 

 

 

 

 

In this type of cipher method, we need the English alphabet from a to z. 

1-a Caesar cipher:- 

The Caesar cipher shifts all the letters in a piece of text by a certain number of 

places. The key for this cipher is a letter which represents the number of place 

for the shift. So, for example, a key D means “shift 3 places” and a key M means 

“shift 12 places”. Note that a key A means “do not shift” and a key Z can either 

mean “shift 25 places” or “shift one place backwards”. For example, the word 

“CAESAR” with a shift P becomes “RPTHPG”. 

1-b   Standard-Standard 

1-c   Standard-Reverse 

1-d  Mixed Alphabet 

1-d-1  Keywords 

1-d-2  Multiplicative 

1-d-3  Shift Multiplicative  

1-e  Randomly 

1-a   Caesar cipher 
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In cryptography, a Caesar cipher, also known as Caesar's cipher, the shift cipher, 

Caesar's code or Caesar shift, is one of the simplest and most widely known 

encryption techniques. It is a type of substitution cipher in which each letter in 

the plaintext is replaced by a letter some fixed number of positions down the 

alphabet. For example, with a left shift of 3, D would be replaced by A, E would 

become B, and so on. The method is named after Julius Caesar, who used it in his 

private correspondence. 

 First, write down all the letters of the alphabet. 

 Now we will decide a number for encryption. For example, it can be 1, 2, 

3... or -1, -2, -3, etc.  We will be using "+2" for this example. Now write the 

all alphabet again under the first one but shift it to right 2 times and 

transfer surplus letters from the and to the head. 

 If we were to encrypt the word "instructables" it would be "glqrpsaryzjcq". 

Note that:- While we create the cipher we have used "+2" as key but while 

decrypting it will be "-2". 

Plain line  A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

                                                                                             +2 

Cipher line  Y Z A B C D E F G H I J K L M N O P Q R S T U V W X 

 

Plain= INSTRUCTABLES I N S T R U C T A B L E S 

 G L Q R P S A R Y Z J C Q 

∴ Cipher text will be=  GLQRPSARYZJCQ 

Note that:- Instead of using numbers we can use words as keys. 

To do that; choose a word, remove the surplus letters from the word and write 

the rest of the alphabet next to it. 

(Do not write the letters which are on your word as well.) 
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If we were to make "POTATO" our key than it would be left "POTA" and when 

you write rest of the alphabet without "P","O","T","A" letters you will be able to 

encrypt and decrypt the letter. 

So the new key will be= POTA 

Plain line A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

Cipher line P O T A B C D E F G H I J K L M N Q R S U V W X Y Z 

 

Plain= INSTRUCTABLES I N S T R U C T A B L E S 

 F K R S Q U T S P O I B R 

Cipher text will be=  FKRSQUTSPOIBR 

 

Decrypting:- 

Be careful while writing encryption key, because it is not same as decryption key 

and if you make a mistake while giving the key to decrypted, decrypted would 

not be able to decrypt the code. 

Example:- 

If you have a cipher text=LQVWUXFWDEOHV  with key= -3 

 

Plain line A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

                                                 -3               

Cipher line D E F G H I J K L M N O P Q R S T U V W X Y Z A B C 

 

cipher = lqvwuxfwdeohv L Q V W U X F W D E O H V 

 I N S T R U C T A B L E S 

Plaintext  will be=  INSTRUCTABLES 
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Note that:- cipher table will always be the same. Bottom line is the cipher line 

while the top line is decrypted line. It dosen't matter how you write it. For 

example if the letter is "L" with (-3) you will go back (3) steps and get the letter 

"I". 

 

 

The encryption can also be represented using modular arithmetic by first 

transforming the letters into numbers, according to the scheme, A → 0, B → 1, ..., 

Z → 25. 

Encryption of a letter x by a shift n can be described mathematically as, 

En (x) = (x+n) mod 26 

Decryption is performed similarly, 

Dn (x) = (x-n) mod 26 

 

Example:- 

Plaintext= THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 

Key= 3  means deciphering is done in reverse, with a right shift of 3. 

A 

0 

B 

1 

C 

2 

D 

3 

E 

4 

F 

5 

G 

6 

H 

7 

I 

8 

J 

9 

K 

10 

L 

11 

M 

12 

N 

13 

O 

14 

P 

15 

Q 

16 

R 

17 

S 

18 

T 

19 

U 

20 

V 

21 

W 

22 

X 

23 

Y 

24 

Z 

25 

X Y Z A B C D E F G H I J K L M N O P Q R S T U V W 

When encrypting, a person looks up each letter of the message in the "plain" line 

and writes down the corresponding letter in the "cipher" line. 

Plaintext: THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 

Dn (x) = (x-n) mod 26 

D (T) = (19-3) mod 26 = 16 mod 26 = 16 → Q 

D (H) = (7-3) mod 26 = 4 mod 26 = 4 → E 

D (E) = (4-3) mod 26 = 1 mod 26 = 1 → B 
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And so on, also you can use the table above to get the cipher text, and 

the resultant cipher text is  

Plaintext= THE  QUICK  BROWN  FOX  JUMPS  OVER  THE  LAZY  DOG  

Ciphertext= QEB NRFZH YOLTK CLU GRJMP LSBO QEB IXWV ALD 

 

 

1-b Standard to Standard:-  Use the following form:- 

For Ciphering C = (P+K) mod 26 

For Deciphering P = (C-K) mod 26 

In case of using Caesar cipher, usually use k=3 

Example:- 

P =omarabd     

Key =4 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

 

 

 

 

 

 

 

 

 

 

 

C( ) = (P+K) mod 26 

C(o) = (14+4) mod 26   =  18 → s 

C(m) = (12+4) mod 26   =  16 → q 

C(a) = (0+4) mod 26   =  4 → e 

C(r) = (17+4) mod 26   =  21 → v 

C(a) = (0+4) mod 26   =  4 → e 

C(b) = (1+4) mod 26   =  5 → f 

C(d) = (3+4) mod 26   =  7 → h 

∴ C= sqevefh 

 

P( ) = (C-K) mod 26 

P(s) = (18-4) mod 26   =  14 → o 

P(q) = (16-4) mod 26   =  12 → m 

P(e) = (4-4) mod 26   =  0 → a 

P(v) = (21-4) mod 26   =  17 → r 

P(e) = (4-4) mod 26   =  0 → a 

P(f) = (5-4) mod 26   =  1 → b 

P(h) = (7-4) mod 26   =  3 → d 

∴ P= omarabd 
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Note that:- 

→ If the result of (C-K) or (P+K) greater than 26, then subtract 26 from it to get 

positive number that is less than 26. 

Ex:- C(Z)= (Z+4) mod 26 

                 = (25+4) mod 26 

                 = (29-26) mod 26 

                 = 3 mod 26 

                 = 3 → D 

 

→ In case of the result of (C-K) or (P+K) is negative then use (26 – (P+K)) for 

ciphering or (26-(C-K)) for deciphering, this means subtract the negative 

number from 26, as shown below:- 

 

Example (1) :-  29 mod 26= (29-26) mod 26 

                               = 3 mod 26 = 3 → D 

 

Example (2) :-  -1 mod 26= (29-1) mod 26 

                                 = 25 mod 26 = 25 → Z 
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1-c Standard-Reverse :-  In this method, the shifting is toward the left side, 

so use the following form:- 

For Ciphering C=(K-P) mod 26 

For Deciphering P=(K-C) mod 26 

Example:- 

P=nesrin   and  k=6 

Use this table of alphabet from a to z with its corresponding numbers from 0 to 

25. 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

 

 

 

 

 

 

 

1-d Mixed Alphabet 

 

 

C( ) = (K-P) mod 26 

C(n) = (6-13) mod 26 = -7 mod 26 

         = (26 -7) mod 26  

         = 19 mod 26 = 19 → t 

C(e) = (6-4) mod 26   = 2 → c 

C(s) = (6-18) mod 26= -12 mod 26 

       = (26 -12) mod 26  

      = 14 mod 26= 14 → o 

C(r) = (6-17) mod 26 = -11 mod 26 

         = (26 -11) mod 26  

        = 15 mod 26 = 15 → p 

C(i) = (6-8) mod 26  = -2 mod 26 

         = (26 -2) mod 26  

        = 24 mod 26 = 24 → y 

P( ) = (K-C) mod 26 

P(t) = (6-19) mod 26 = -13 mod 26 

         = (26 -13) mod 26 = 13 → n 

P(c) = (6-2) mod 26   = 4 → e 

P(o) = (6-14) mod 26= -8 mod 26 

       = (26 -8) mod 26  

      = 18 mod 26= 18 → s 

P(p) = (6-15) mod 26 = -9 mod 26 

         = (26 -9) mod 26  

        = 17 mod 26 = 17 → r 

C(y) = (6-24) mod 26 = -18 mod 26 

         = (26 -18) mod 26  

        = 8 mod 26 = 8 → i 

C(t) = n 
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1-d Mixed Alphabet :- 

1-d-1 Keyword:- in this method we must have a keyword with plaintext, the 

steps of this method are explained below:- 

1. Write the alphabet letters from a to z. 

2. Take the keyword with no repeated letters (no repeated letters must be 

found). 

3. Put the new keyword under the corresponding alphabet and the alphabet 

letters that is not found in the keyword must be added to the end of the 

keyword. 

Example (1):- if the keyword = Baghdad university   , Plaintext = mohammed 

Now the new keyword = baghduniversty 

For ciphering, use this table (from top line down to the third line) 
 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

* *  * *  * * *     *    * * * * *   *  

b a g h d u n i v e r s t y c f j k l m o p q w x z 

 

Plaintext m o h a m m e d 
C= tcibttdh 

ciphertext   t c i b t t d h 
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For deciphering, use the same steps but in reverse order (from bottom line up to 

the top line), note that don’t delete any letter from C, as shown below:- 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

* *  * *  * * *     *    * * * * *   *  

b a g h d u n i v e r s t y c f j k l m o p q w x z 

 

 

 

 

 

Ciphertext t c i b t t d h 
P= mohammed 

Plaintext   m o h a m m e d 

 

Example (2):- keyword= cryptographic system         Plaintext= cryptography 

 

1-d-2 Multiplicative:- using the following forms for ciphering and 

deciphering respectively:- 

C= (P*K) mod 26 where GCD (K, 26) =1  and GCD is the Greatest Common 

Devisor 

P=(C*K-1) mod 26 

 

 

 

  

 

 

 

 

 

 

 

Plaintext (P) 

C= (P*K) mod 26 

Key (K) Ciphertext (C) 

P=(C*K-1) mod 26 



 Computer Security                                                            Ass.Prof. Dr. Maad M. Khalil
 

42 
 

Now return to algorithm with the following two examples:- 

Example (1):- P= aliabd   key= 3 

Now use the table of alphabet 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

C= (P*K) mod 26 

C(a) = (0*3) mod 26 = 0 → a 

C(l) = (11*3) mod 26 = 33 mod 26 = 7→ h 

C(i) = (8*3) mod 26 = 24 mod 26 = 24 → y 

C(a) = a 

C(b)= (1*3) mod 26 = 3 → d 

C(d) = (3*3) mod 26 = 9 → j            ∴ C= ahyadj 

 

Example (2):- P= "hello"  and  key= 7 

C= (P*K) mod 26 

C(h) = (7*7) mod 26 = 49 mod 26 = 23 → x 

C(e) = (4*7) mod 26 = 28 mod 26 = 2→ c 

C(l) = (11*7) mod 26 = 77 mod 26 = 25 → z 

C(l) = z 

C(o)= (14*7) mod 26 = 20 → u             ∴ C= xczzu 

 

1-d-3 Shift + Multiplicative (Affine Cipher):- 

For ciphering:- 

C= (P*K1 + k2) mod 26  with K1 is a prime number 
 

T= (P*K1) mod 26 

C= (T+K2) mod 26 

 

For deciphering:- 
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P=((C-K2)*K1
-1) mod 26 

 

T= (C-K2) mod 26 

P=(T*K1
-1

) mod 26 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Example (1):- Plaintext= omar   and K1 =3 and K2 =2 

Using the same table of alphabet 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

Plaintext (P) 

T= (P*K1) mod 26 

P=(T*K1
-1

) mod 26 

(K2) 

 

 (K1) 

C= (T+K2) mod 26 

Ciphertext 

T= (C-K2) mod 26 
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0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

C(o)  = (14*3+2) mod 26 

           = 44 mod 26 = 18 → S 

C(m) = (12*3+2) mod 26  = 38 mod 26 = 12 → m 

C(a) = (0*3+2) mod 26 = 2 → c 

C(r) = (17*3+2) mod 26 

         = 53 mod 26 = 1→ b                 ∴ C= smcb 

Example (2):- Plaintext= hello   and key (7, 2) 

This means K1 =7 and K2 =2 

C(h)  = (07*7+2) mod 26 

           = 25 mod 26 = 25 → z 

C(e) = (04*7+2) mod 26 

           = 28 mod 26 = 4 → e 

C(l) = (11*7+2) mod 26 = 1 → b 

C(l) = b 

C(0) = (14*7+2) mod 26 

         = 22 → w            ∴ C= zebbw 

Now for deciphering "zebbw" with key pair (7, 2):- 

P(z) = ((25-2)* 7-1) mod 26 =07 → h 

P(e) = ((4-2)* 7-1) mod 26 =07 → h 

P(b) = ((1-2)* 7-1) mod 26 =11 → l 

P(b) =11 → l 

P(w) = ((22-2)* 7-1) mod 26 =14 → o             ∴ P= hello 

 

1-e Randomly:- 

 يتم اِتفاق بجن شذصجن علٍ ان اخرف معجنٌ يقابلوا اخرف معجنٌ اذرى

Example:-  

P(o) = C(s)         P(m) = C(t)          P(a) = C(f)          P(r) = C(k) 
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If P= omarabd 

Then C= stfkkfbd 

 

 

 

 

 

2. Homophonic Substitution Cipher:- 

2.1 Beal Cipher:- Each letter in the secret message is replaced with a 

number which represents the position of a word in an assistant text 

which start with this letter. 

فً هذه الطريقٌ ِ يوجد مفتاح للخل ولكن يوجد نص مساعد خجث ان اول خرف من كل كلمٌ فً النص ياذذ 

 رقم وبدون تكرار وهذا الرقم يمثل رقم الكلمٌ او تسلسل الكلمٌ ضمن هذا النص المساعد.

Example (1):- If the assistant text = zainab muhammed  and P= zahzuh 

The assistant text will be as follows after dispose the repeated letters from it. 

Assistant text = zainbmuhed 

z a i n b m u h e d 

01 02 03 04 05 06 07 08 09 10 

11 12 13 14 15 16 17 18 19 20 

21 22 23 24 25 26 27 28 29 30 

… …. … …. …. …. … … … … 

 

P= z a h z u h 
  C= 010208110718 

C= 01 02 08 11 07 18 
      

 Now for Deciphering:- 

C= 01 02 08 11 07 18   P= zahzuh 
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P= z a h z u h 

Example (2):- If the assistant text = Republic of Iraq university of Baghdad 

College of Education for Pure Science 

P= PURECUPES 

Assistant text = Republic Of Iraq University Of Baghdad College Of Education For 

Pure Science 

The first letter from each word in assistant text will be = ROIUOBCOEFPS 

The assistant text will be after dispose repeated letters will be = ROIUBCEFPS 

 

R O I U B C E F P S 

01 02 03 04 05 06 07 08 09 10 

11 12 13 14 15 16 17 18 19 20 

21 22 23 24 25 26 27 28 29 30 

… …. … …. …. …. … … … … 

 

 

Plaintext= P U R E C U P E S 
  C= 090401070614191710 

Ciphertext= 09 04 01 07 06 14 19 17 10 

 

( مرتجن فً النص eكل رمز يستذدم مرة واخدة فقط مثّ فً المثال السابق اختجنا الٍ الخرف ) -مّخظٌ:

ومرة اذرى اذذ الرقم  07الصريد لكن فً النص المشفر فكل مرة اذذ قجمٌ رقمجٌ مذتلفٌ مرة اذذ الرقم 

17. 

 

2.2 Multiequivelent Substitution:-  

For each letter of alphabet letters there are two sets of symbols and then 

you get two different messages, one real and the other fake. Since each text 

is encrypted, there are two explicit texts. When analyze the code, the 



 Computer Security                                                            Ass.Prof. Dr. Maad M. Khalil
 

47 
 

cryptanalyst will get two meaningful texts, so he or she should decide 

which one is real and the other is fake. This will increase the 

confidentiality of the system. 

د ذلك الخصول علٍ رسالتجن مذتلفتجن نلكل خرف من الخروف اِبجديٌ يوجد مجموعتجن من الرموز فجتم ع

 اخدهما خقجقجٌ واِذرى مزيفٌ.

وبما انى لكل نص مشفر هنالك نصجن صريخجن لذلك عند تخلجل الشفرة سوف يخصل المخلل علٍ نصجن ذات 

جن خقجقجٌ واِذرى مزيفٌ وهذا سوف يزيد من درجٌ معنٍ وبالتالً علجى ان يقرر اخدى هاتجن الرسالت

 السريٌ للنظام.

 

3. Polyalphabetic Substitution Cipher:- 

The difference between this method and Simple Substitution is that the 

Polyalphabetic use multiple substitutions while Simple substitution Ciphers 

are considered as monoalphabetic simple substitution cipher. 

 مجزة هذه الطرق هو تكرار المفتاح اسفل النص الصريد.

This method has three type of ciphering:-  

 

3.1 Vigenere Cipher:-  is the simplest Polyalphabetic substitution 

cipher in which key is multiple letters long. 

مفتاح عبارة عن كلمٌ وتكرر تخت النص الصريد ويكون الخل هنا باستذدام طريقتجن اما باستذدام الجدول ال

( لكن فً هذه standard-standard)مشابوٌ لصجػٌ  -او باستذدام المعادِت وكما فً الصجػٌ التالجٌ:

-standardا فً صجػٌ )الطريقٌ يتم تكرار المفتاح اسفل النص الصريد ِكثر من مرة وبشكل دوري بجنم

standard ّفجتم استذدام المفتاح كقجمٌ رقمجٌ مث )K=4 

For ciphering             C = (P+K) mod 26        

For deciphering        P = (C-K) mod 26         

عمدة فً مع مّخظٌ ان اِ الجسارللخروف الٍ جوٌ  Shiftingاما باستذدام الجدول فجتم استذدام طريقٌ 

ونضع تختى  plaintextنضع النص الصريد خجث  . keyبجنما اِسطر تمثل  plaintextالجدول تمثل 

مع الخرف فً   plaintext( ونبخث عن خاِت تقاطع الخرف فً النص الصريد keyالكلمٌ المفتاخجٌ )

(key.ضمن الجدول ) .مّخظٌ ان هذا الجدول يستذدم فقط للتشفجر 
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 A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

A A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

B B C D E F G H I J K L M N O P Q R S T U V W X Y Z A 

C C D E F G H I J K L M N O P Q R S T U V W X Y Z A B 

D D E F G H I J K L M N O P Q R S T U V W X Y Z A B C 

E E F G H I J K L M N O P Q R S T U V W X Y Z A B C D 

F F G H I J K L M N O P Q R S T U V W X Y Z A B C D E 

G G H I J K L M N O P Q R S T U V W X Y Z A B C D E F 

H H I J K L M N O P Q R S T U V W X Y Z A B C D E F G 

I I J K L M N O P Q R S T U V W X Y Z A B C D E F G H 

J J K L M N O P Q R S T U V W X Y Z A B C D E F G H I 

K K L M N O P Q R S T U V W X Y Z A B C D E F G H I J 

L L M N O P Q R S T U V W X Y Z A B C D E F G H I J K 

M M N O P Q R S T U V W X Y Z A B C D E F G H I J K L 

N N O P Q R S T U V W X Y Z A B C D E F G H I J J L M 

O O P Q R S T U V W X Y Z A B C D E F G H I J K L M N 

P P Q R S T U V W X Y Z A B C D E F G H I J K L M N O 

Q Q R S T U V W X Y Z A B C D E F G H I J K L M N O P 

R R S T U V W X Y Z A B C D E F G H I J K L M N O P Q 

S S T U V W X Y Z A B C D E F G H I J K L M N O P Q R 

T T U V W X Y Z A B C D E F G H I J K L M N O P Q R S 

U U V W X Y Z A B C D E F G H I J K L M N O P Q R S T 

V V W X Y Z A B C D E F G H I J K L M N O P Q R S T U 

W W X Y Z A B C D E F G H I J K L M N O P Q R S T U V 

X X Y Z A B C D E F G H I J K L M N O P Q R S T U V W 

Y Y Z A B C D E F G H I J K L M N O P Q R S T U V W X 

Z Z A B C D E F G H I J K L M N O P Q R S T U V W X Y 
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Example (1):- Plaintext = cryptography 

                              Key = ali       

By using table:- 

plaintext values  = c r y p t o g r a p h y 

Key word             = a l i a l i a l i a l i 

cipher values      = c c g p e w g c i p s g 

 

Example (2):- Plaintext = the forth class 

                             Key = car       

(1):- By using table:- 

plaintext values  = t h e f o r t h c l a s s 

Key word             = c a r c a r c a r c a r c 

cipher values      = v h v h o i v h t n a j u 

 

(2):- By using equations of ciphering and deciphering:- 

plaintext= t h e f o r t h c l a s s 

 19 7 4 5 14 17 19 7 2 11 0 18 18 

Key word= c a r c a r c a r c a r c 

 2 0 17 2 0 17 2 0 17 2 0 17 2 
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For ciphering:- 

C=(P+K) mod 26 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

C(t) = (19+2) mod 26 = 21 → v                   

C(h) = (7+0) mod 26 = 7 → h 

C(e) = (4+17) mod 26 = 21 → v                    

C(f) = (5+2) mod 26 = 7 → h 

C(o) = (14+0) mod 26 = 14 → o                    

C(r) = (17+17) mod 26 = 8 → i 

C(t) = (19+2) mod 26 = 21 → v 

C(h) = (7+0) mod 26 = 7 → h 

C(c) = (2+17) mod 26 =19 → t 

C(l) = (11+2) mod 26 =13 → n 

C(a) = (0+0) mod 26 = 0 → a 

C(s) = (18+17) mod 26 = 9 → j 

C(s) = (18+2) mod 26 = 20 → u 

∴ C = vhvhoivhtnaju 
 

Now for deciphering:- 

plaintext values  = v h v h o i v h t n a j u 

Key word             = c a r c a r c a r c a r c 

P=(C-K) mod 26 

P(v) =(21-2) mod 26 = 19 → t 

P(h) =(7-0) mod 26 = 7 → h 

P(v) =(21-17) mod 26 = 4 → e 

P(h) =(7-2) mod 26 = 5 → f 
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P(o) = (14-0) mod 26 = 14 → o 

P(i) = (8-17) mod 26 = (26-9) mod 26 = 17 → r 

P(v) = (21-2) mod 26 = 19 → t 

P(h) = (7-0) mod 26 = 7 →h 

P(t) = (19-17) mod 26 =2 → c 

P(n) = (13-2) mod 26 = 11 →l 

P(a) =(0-0) mod 26 =0 → a 

P(j) = (9-17) mod 26 =(26-8) mod 26 =18 →s 

P(u) = (20-2) mod 26 =18 →s                          ∴ P= theforthclass 

 

Example (3):- Plaintext = she is listening 

                            Key = pascal  

Plaintext      = s h e i s l i s t e n i n g 

Keyword      = p a s c a l p a s c a l p a 

 

 s h e i s l i s t e n i n g 

Plaintext values  = 18 7 4 8 18 11 8 18 19 4 13 8 13 6 

Key stream           = 15 0 18 2 0 11 15 0 18 2 0 11 15 0 

Cipher values      = 7 7 22 10 18 22 23 18 11 6 13 19 2 6 

 C = (P+K) mod 26 

Ciphertext            =   h h w k s w x s i g n t c g 

 

Now: - 1) You asked to decipher the resultant cipher text. 

              2) Resolve the previous example using table. 
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3.2 Beaufort Cipher:- Is similar to the previous method but using the 

Standard to Reverse ciphering and deciphering format. 

For Ciphering             C = (K-P) mod 26 

For Deciphering        P = (K-C) mod 26 

تخت النص الصريد  ها بشكل دوريراتكريتم ه الطريقٌ ايضا يكون المقتاح عبارة عن كلمٌ مفتاخجٌ فً هذ

 خجث يتم الخل بوذه الطريقٌ اما باستذدام الجدول المذكور سابقا او باستذدام المعادِت اعّه.

( مع a-z) 26( وعدد اِعمدة يساوي a-z) 26بالنسبٌ للجدول يتم استخداث جدول بعدد اِسطر يساوي 

 keyمع   plaintextونبخث فً خالٌ تقاطع  Plaintextواِعمدة تمثل  Keyمّخظٌ ان اِسطر تمثل 

)الموقع( يتم خساب المسافٌ اي بعد هذا التقاطع عن اول عمود من جوٌ الجسار ثم اذذ هذه ونتججٌ التقاطع 

 .cipherنخصل علٍ  المسافٌ واعادة اختسابوا م جوٌ الجمجن ولنفس السطر عند ذلك سوف

If we have the key = F O R T I F I C A T I O N  

And the plaintext = D E F E N D T H E E A S T W A L L  

 

plaintext= D  E  F  E  N  D  T  H  E  E  A  S  T  W  A  L  L  

key=  F  O  R  T  I  F  I  C  A  T  I  O  N  F  O  R  T  
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 A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

A A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

B B C D E F G H I J K L M N O P Q R S T U V W X Y Z A 

C C D E F G H I J K L M N O P Q R S T U V W X Y Z A B 

D D E F G H I J K L M N O P Q R S T U V W X Y Z A B C 

E E F G H I J K L M N O P Q R S T U V W X Y Z A B C D 

F F G H I J K L M N O P Q R S T U V W X Y Z A B C D E 

G G H I J K L M N O P Q R S T U V W X Y Z A B C D E F 

H H I J K L M N O P Q R S T U V W X Y Z A B C D E F G 

I I J K L M N O P Q R S T U V W X Y Z A B C D E F G H 

J J K L M N O P Q R S T U V W X Y Z A B C D E F G H I 

K K L M N O P Q R S T U V W X Y Z A B C D E F G H I J 

L L M N O P Q R S T U V W X Y Z A B C D E F G H I J K 

M M N O P Q R S T U V W X Y Z A B C D E F G H I J K L 

N N O P Q R S T U V W X Y Z A B C D E F G H I J J L M 

O O P Q R S T U V W X Y Z A B C D E F G H I J K L M N 

P P Q R S T U V W X Y Z A B C D E F G H I J K L M N O 

Q Q R S T U V W X Y Z A B C D E F G H I J K L M N O P 

R R S T U V W X Y Z A B C D E F G H I J K L M N O P Q 

S S T U V W X Y Z A B C D E F G H I J K L M N O P Q R 

T T U V W X Y Z A B C D E F G H I J K L M N O P Q R S 

U U V W X Y Z A B C D E F G H I J K L M N O P Q R S T 

V V W X Y Z A B C D E F G H I J K L M N O P Q R S T U 

W W X Y Z A B C D E F G H I J K L M N O P Q R S T U V 

X X Y Z A B C D E F G H I J K L M N O P Q R S T U V W 

Y Y Z A B C D E F G H I J K L M N O P Q R S T U V W X 

Z Z A B C D E F G H I J K L M N O P Q R S T U V W X Y 
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The following assumes we are enciphering the plaintext letter D with the key 

letter F) Now we take the letter we will be encoding, and find the column on the 

tableau, in this case the 'D' column. Then, we move down the 'D' column of the 

tableau until we come to the key letter, in this case 'F' (The 'F' is the keyword 

letter for the first 'D'). Our ciphertext character is then read from the far left of 

the row our key character was in (=3 columns), then compute 3 columns in the 

same row but now from right to get the Ciphertext character i.e. with 'D' 

plaintext and 'F' key, our Ciphertext character is 'C'. 

So, the Ciphertext for the above plaintext is:  

C K M P V C P V W P I W U J O G I  

 

Example:- If  Plaintext = computer departme        Key =abd 

By using equations of ciphering and deciphering 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

Plaintext       = c o m p u t e r d e p a r t m e n t s 

Keyword       = a b d a b d a b d a b d a b d a b d a 

 

For Ciphering C = (K-P) mod 26 

C(c) = (0-2) mod 26 = (26 -2) mod 26 = 24 → y 

C(o) = (1-14) mod 26 = (26 -13) mod 26 = 13 → n 

C(m) = (3-12) mod 26 = (26 -9) mod 26 = 17 → r 

C(p) = (0-15) mod 26 = (26 -15) mod 26 = 11 → l 

C(u) = (1-20) mod 26 = (26 -19) mod 26 = 7 → h 

C(t) = (3-19) mod 26 = (26 -16) mod 26 = 10 → k 

C(e) = (0-4) mod 26 = (26 -4) mod 26 = 22 → w 

C(r) = (1-17) mod 26 = (26-16) mod 26 = 10 → k 
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C(d) = (3-3) mod 26 = 0 → a 

C(e) = (0-4) mod 26 = (26-4) mod 26 = 22 → w 

C(p) =(1-15) mod 26 = (26 -14) mod 26 = 12 → m 

C(a) = (3-0) mod 26 = 3 → d 

C(r) = (0-17) mod 26 = (26 -17) mod 26 = 9 → j 

C(t) = (1-19) mod 26 = (26 -18) mod 26 = 8 → i 

C(m) = (3-12) mod 26 = (26 -9) mod 26 = 17 → r 

C(e) = (0-4) mod 26 = (26 -4) mod 26 = 22 → w 

C(n) = (1-13) mod 26 = (26 -12) mod 26 = 14 → o 

C(t) = (3-19) mod 26 = (26 -16) mod 26 = 10 → k 

C(s) = (0-18) mod 26 = (26 -18) mod 26 = 8 → i 

C=ynrlhkwkawmdjirwoki 

 

For Deciphering P = (K-C) mod 26 

 

Ciphertext     = y n r l h k w k a w m d j i r w o k i 

Keyword       = a b d a b d a b d a b d a b d a b d a 

 

P(y) = (0-24) mod 26 = 26 – 24 = 2 → c 

P(n) = (1-13) mod 26 = 26-12 = 14 → o 

P(r) = (3-17) mod 26 = 26-14 = 12 → m 

And so on, finally we get the plaintext = computerdepartments. 

Now, you asked to solve the same example but using table:- 

 

و   Standard to standardتستذدمان نفس معادِت  Beaufortو  Vigenereطرق  -:مّخظٌ

Standard to Reverse  لكن الفرق فً نوع المفتاح المستذدم ِنى فً طرقVigenere  وBeaufort 

 Standard toو  Standard to standardبجنما فً طرق  alphabetتكون عناصر المفتاح عبارة عن 

Reverse .تكون عناصر المفتاح عبارة عن ارقام 
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3.3 Running Key Cipher :-  

The Running Key cipher has the same internal workings as the Vigenere 

cipher. The difference lies in how the key is chosen; the Vigenere cipher 

uses a short key that repeats, whereas the running key cipher uses a long 

key this means the key does not repeat, making cryptanalysis more 

difficult.  

In this method the length of key must be equal to the length of plaintext 

and the encryption process is performed using Vigenere cipher and 

decipher format. If the length of key is greater than the length of plaintext, 

then all the remaining letters in key must be deleted. 

Example :-  P= computer        Key= omarabda 

Plaintext      = c o m p u t e r 

Keyword      = o m a r a b d a 

 

Applying this format for ciphering C= (P+K) mod 26 

So the Ciphertext will be = qamguuhr 

Now for deciphering apply this format P= (C-K) mod 26 to get the 

plaintext = computer. 

 -مّخظات:

عبارة عن انظمٌ دوريٌ تعويضجٌ ِنوا تستذدم مفتاح بطول  Vigenereو  Beaufortيمكن ان يقال عن  ⇚

 معجن ويتم تكراره تخت النص الصريد.

يكون المفتاح فجوا عبارة عن قجمٌ  standard to Reverseو  Standard to Standardطريق  ⇚

و  Vigenereو  Beaufortالصريد اما فً خالٌ رقمجٌ واخدة تستذدم لتشفجر كل خروف النص 

Running Key  فان المفتاح هو نص معجن ففً كل مرة يتم استذدام خرف معجن لتشفجر خرف معجن من

 النص الصريد. 

 ؟ Beale Cipherوطريقٌ  Polyalphabetic Substitutionما هو اِذتّف بجن طرق  ⇚

 Polyalphabeticر علٍ شكل قجم رقمجٌ بجنما طريقٌ تعطً النص المشف Beale Cipherفً  -الجواب:

Substitution .يكون النص المشفر الناتح عبارة عن خروف 

http://practicalcryptography.com/ciphers/classical-era/vigenere-gronsfeld-and-autokey/
http://practicalcryptography.com/ciphers/classical-era/vigenere-gronsfeld-and-autokey/
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3.4 One Time Pad (OTP) :-  

 Also known as Verman, Use a random key with long as the message. 

 In this type of ciphering, the encrypted message can not be broken 

because the key is a random number and because the key is used 

only once. 

 The message is represented as a binary string ( a sequence of 0's 

and 1's) using coding machine such as ASCII coding. 

 The encryption is done by applying Exclusive OR (XOR) operation 

between message and key with the symbol ⊕ is used. 

a b c= a ⊕ b 

0 0 0 

1 0 1 

0 1 1 

1 1 0 

Example (1):-  

           Message =‘IF’  

Then its ASCII code =(1001001 1000110)  

Key = (1010110 0110001) 

Encryption: 

  1001001 1000110 plaintext 

  1010110 0110001 key 

  0011111 1110110 ciphertext  

Decryption: 

  0011111 1110110  ciphertext 

  1010110 0110001 key 

  1001001 1000110  plaintext 
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Example (2):-  

Message = 10010011000110  , Key = 10101100110001 

For Ciphering:-  

P = 1 0 0 1 0 0 1 1 0 0 0 1 1 0 

K = 1 0 1 0 1 1 0 0 1 1 0 0 0 1 

C = 0 0 1 1 1 1 1 1 1 1 0 1 1 1 

C  = 00111111110111 

 

For Deciphering:- 

C = 0 0 1 1 1 1 1 1 1 1 0 1 1 1 

K = 1 0 1 0 1 1 0 0 1 1 0 0 0 1 

P = 1 0 0 1 0 0 1 1 0 0 0 1 1 0 

P = 10010011000110   
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Example (3):-  

If you have a cipher text (ZHJ) which is ciphered two times, first by using Affine 

method with k1=9 and k2=3, and the second method by using One Time Pad 

(OTP) with key=(ALI); apply all steps required to get the initial plaintext. 

Answer:- 

 

Ciphertext= ZHJ 
Z =25 H=7 J=9 

11001 00111 01001 

KEY= ALI 
A=0 L=11 I=8 

00000 01011 01000 

Intermediate Ciphertext= 

Ciphertext⊕Key 

11001 01100 00001 

Z M B 

 

Now using Affine Decipher method to get the initial Plaintext 

P=((C- K2)* K1
-1

) mod 26    

∵ K1 =9        ∴  K1
-1

=3   

K2 =3 

P(Z)=((25-3)*3) mod 26 = 14 -------- (O) 

P(M)=((12-3)*3) mod 26 = 1 -------- (B) 

P(O)=((1-3)*3) mod 26 = 20 -------- (U) 

∴   The initial Plaintext= OBU 
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4. Polygram Cipher:- A Polygram Substitution is a cipher in which a uniform 

substitution is performed on blocks of letters. Three types of cipher are 

included in this method and these are:- 

4.1 Playfair Cipher 

4.2 Hill Cipher 

 

4.1 Playfair Cipher :- Also known as  playfair square is a symmetric encryption 

technique and was the first diagram substitution cipher. This technique 

encrypts pairs of letters (diagraphs) instead of single letter as in the simple 

substitution cipher and rather more complex Vigenere cipher. 

 Plaintext is divided into 2-letters diagram. 

 Use X to pad the last single letter. 

 Create a 5×5 matrix of letters based on keyword. 

 Fill the matrix with the letters of keyword (without duplicated). 

 Fill rest of matrix with other letters. 

Plaintext is encrypted two letters at a time, 

1. If a pair is a repeated letter, insert filler like 'X'. 

2. If both letters (of plaintext) locate in the same row, replace each with the 

nearby letters to the right side (wrapping back to start from end). 

3. If both letters (of plaintext) locate in the same column, replace each with 

the letters below it (again wrapping to top from bottom). 

4. Otherwise, each letter is replaced by the letter in the same row and in the 

column of the other letter of the pair. 

خرف ماعدا  25تختوي علٍ  5×5فً هذا النوع نختاج الٍ كلمٌ مفتاخجٌ نعتمد علجوا فً بناء المصفوفٌ 

 (.i( فانى نادر الظوور فً الجمل او الكلمات فاذا ظور فسوف ياذذ نفس موقع الخرف ) jخرف )

كرار وبعد انواء الكلمٌ المفتاخجٌ نقوم فً االبدايٌ ندذل اِخرف من الكلمٌ المفتاخجٌ الٍ المصفوفٌ وبدون ت

 بادذال اِخرف غجر الموجودة فً المصفوفٌ من الخروف اِبجديٌ الٍ المصفوفٌ.

 -مثلا:

Keyword :-  Iraq is My Country 
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Alphabet:- a b c d e f g h I j k l m n  p q r s t u v w x y z 

i/j r a q s 

m y c o u 

n t b d e 

f g h k l 

p v w x z 

 

  قبل عملجٌ التشفجر يجب ان نتاكد من ان عدد الخروف للنص الصريد يكون زوجً اما اذا كان فردي

 فً نوايٌ النص الصريد لجكون عدد خروف النص الصريد زوجً. Xفجتم اضافٌ خرف مثّ 

 

  ّاذا كان هنالك خروف مكررة ضمن نفس المقطع فجتم الفصل بجنوما بخرف لجكن مثX  

 

 اذا ( كان خرفجن صريخجن فً نفس الصفRow ٍفان التشفجر كل خرف سجكون الخرف الذي عل )

فً اذر عمود من نفس الصف فالتشفجر سجكون اول موقع من نفس السطر لكن من  نيمجنى واذا كا

جوٌ الجسارَ اي تخصل خالٌ التفاف لكن من جوٌ الجسار. اما فً خالٌ فك الشفرة ناذذ الخرف علٍ 

 تبٌ واذا كان اِذجر ناذذ اول موقع من جوٌ االجمجن للمصفوفٌ.يساره بمر

 

  اذ كان الخرفجن الصريخجن فً نفس العمود فان تشفجر كل خرف يمثل الخرف الذي يكون اِسفل منى

مع مراعاة اذا كان اِذجر فانى سوف ياذذ اِعلٍ موقع من نفس العمود اي تخصل عملجٌ التفاف لكن 

فً خالٌ فك الشفرة فكل خرف سوف ياذذ الخرف اِعلٍ منى واذا كان اِول من نخو اِعلٍ. اما 

 موقع فان عملجٌ اِتفاف ستكون عكسجٌ اي نخو اِسفل.

 

  اذا كان الخرفجن فً اعمدة واسطر مذتلفٌ فً هذه الخالٌ سوف نشكل شكل مربع والخروف

وكذلك فً نفس الخالٌ فً  صفالالصريخٌ ستكون فً الزوايا وناذذ اِخرف التً تقابلوا فً نفس 

 فك التشفجر.
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An example of a secret key in the playfair cipher:- 

Secret Key = 

l g d b a 

q m h e c 

u r n i/j f 

x v s o k 

z y w t p 

 

If the plaintext= hello 

plaintext= he lx lo 

 ∴ Ciphertext= erqzbx 

Ciphertext=  ec qz bx 

________________________________________ 

Another example:-  

Secret Key = 

C H A R L 

E S B D F 

G I/J K M N 

O P Q T U 

V W X Y Z 

 

Plaintext= THE SCHEME REALLY WORKS 

For Ciphering:- 

plaintext= TH ES CH EM ER EA LX LY WO RK SX 

Ciphertext =  PR SB HA DG DC BC AZ RZ VP AM BW 
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∴ Ciphertext = PRSBHADGDCBCAZRZVPAMBW 

For Deciphering:- 

Ciphertext =  PR SB HA DG DC BC AZ RZ VP AM BW 

plaintext= TH ES CH EM ER EA LX LY WO RK SX 

Example  :- keyword = Iraq is my country 

                       Plaintext (1) = SHAHED MOHAMMED 

                       Plaintext (2) = COLLEGE OF EDUCATION 

 

4.2 Hill Cipher :- use matrix multiplication to encrypt a message. 

هذه الطريقٌ تستذدم مبدا تقطجع النص الٍ عدد من المقاطع يمكن ان يكون خرفجن او اكثر خجث تستذدم 

ن خرف فً نفس الوقت من ذّل تقطجع النص طريقٌ ضرب المصفوفات وتقوم هذه الطريقٌ بتشفجر اكثر م

هو  Keywordفاذا كان خجم  Keywordالٍ مقاطع خجث يكون اِبعاد كل مقطع يعتمد علٍ ابعاد مصفوفٌ 

( فان عملجٌ تقطجع النص الصريد سجكون كل خرفجن معا اي ان عدد الخروف فً كل مقطع يساوي 2×2)

  الٍ نوايٌ النص الصريد. Xفردي فججب اضافٌ  اثنجنَ وفً خالٌ عدد الخروف فً النص الصريد

 

    keyword  =   

K11 K12 K13 ……. K1m 

K21 K22 K23 ……. K2m 

…
…

 …
…

 

…
…

 

…
…

 

…
…

 

Km1 Km2 Km3 ……. Kmm 

This key matrix must have a multiplicative inverse k-1 which is used for 

Deciphering. 

For Ciphering:- 

C1 

= 

K11 

 

K12 

× 

P1 

mod 26 

C2 K21 K22 P2 
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C1= (K11× P1+ K12× P2) mod 26 

C2= (K21× P1+ K22× P2) mod 26 

 

For Deciphering:- 

P1 

= 

K11 

 

K12 

× 

C1 

mod 26 
P2 K21 K22 C2 

 

 

p1= (K11× C1+ K12× C2) mod 26 

p2= (K21× C1+ K22× C2) mod 26 

 

kل معكوس المصفوفٌ اِولٍ ايفً اعّه تمث kخجث ان مصفوفٌ 
-1

  

ويتم التعامل مع اِرقام التسلسلجٌ للخروف اِبجديٌ ويتم تطبجق تلك المعادِت مع كل مقطع من النص 

 الصريد او المشفر.

Example (1) :- if plaintext = COMPUTER   

and K   = 
5 

 
2 

3 3 

The plaintext should be divided into block of size two depending on key. 
 

C O M P U T E R 

2 14 12 15 20 19 4 17 

  

1- CO 

C1= (K11× P1+ K12× P2) mod 26 

     = (5×2 + 2×14) mod 26 

     = 12 → M 

C2= (K21× P1+ K22× P2) mod 26 

k
-1
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      = (3×2 + 3 1× 4) mod 26 

      = 22 → W 

2- MP 

C1 = (5 1× 2 + 2 15× ) mod 26 

     = 12 → M 

C2 = (3 1× 2 + 3 1× 5) mod 26 

    = 3 → D 
 

3- UT 

C1 = (5×20 + 2 19× ) mod 26 

     = 8 → I 

C2 = (3×20 + 3 1× 9) mod 26 

     = 13 → N 
 

4- ER 

C1 = (5×4 + 2 17× ) mod 26 

     = 2 → C 

C2 = (3×4 + 3 1× 7) mod 26 

     = 11 → L 

∴ C = MWMDINCL 

For Deciphering:- 

P1 

= 

K11 

 

K12 

× 

C1 

mod 26 
P2 K21 K22 C2 

 

 

p1= (K11× C1+ K12× C2) mod 26 

p2= (K21× C1+ K22× C2) mod 26 
 

 
 

Now we need to compute the inverse of K as shown below:- 

k
-1
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 Find d 

d= (K11× K22- K12× K21) 

d= (5×3 - 2×3)         ∴ d= 9 

 Find d
-1

 

 

 ( 26-1داد اِولجٌ بجن )هذا الجدول لخساب قجم المعكوس لّع

a 1 3 5 7 9 11 15 17 19 21 23 25 

a-1 1 9 21 15 3 19 7 23 11 5 17 25 

 

                  ∵ d =9           ∴ d
-1

=3 

 Take key matrix and replace the main diagonal with each other while the 

secondary diagonal only put (-) in front of them (multiplying by -1), as 

shown below, known as Adj(K):- 
 

Adj (k)   = 
3 

 
-2 

-3 5 

 

  K
-1

 = (d
-1

×   Adj (K)) mod 26  

K
-1

 = d
-1 × 

3 
 

-2 
mod  26 

-3 5 

K
-1

 = 3 × 

3 

 

-2 

mod  26 
-3 5 

 

 K
-1

 = 

9 
 

-6 
mod  26 

-9 15 
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K
-1

   = 

9  mod 26 
 

-6 mod 26 

-9 mod 26 15 mod 26 

 

K-1   = 
9  

 

26 - 6  

26 - 9  15 

 

 

K-1   = 

9  

 

20  

17  15 

The ciphered should be divided into block of size two depending on key. 
 

M W M D I N C L 

12 22 12 3 8 13 2 11 

  

K
-1

11 =9               K
-1

12 =20            K
-1

21 =17            K
-1

22 =15 

P1= (K11× C1+ K12× C2) mod 26 

P2= (K21× C1+ K22× C2) mod 26 
 

1- MW 

P1 = (9×12 + 2 ×0 22) mod 26 

     = 2 → C 

P2= (17 1× 2 + 15 22× ) mod 26 

      = 14 → O 
 

2- MD 

     P1 = (9×12 + 2 ×0 3) mod 26 

      = 12 → M 

P2 = (17 1× 2 + 15 3× ) mod 26 
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     = 15 → p 
 

3- IN 

P1 = (9×8 + 2 ×0 13) mod 26 

      = 20 → U 

P2 = (17 8×  + 15 13× ) mod 26 

     = 19 → p 
 

4- CL 

P1 = (9×2 + 2 ×0 11) mod 26 

     = 4 → E 

P2 = (17×2 + 15 11× ) mod 26 

     = 17 → R                                 ∴ P = COMPUTER 

Note that :-   If we have for example 

-36 mod 26 

→ 26 - 36 = -10 

→ 26 - 10 = 16 
 

Example (2) :- Decipher the word NSUO by using HILL Cipher if key matrix as 

shown  

 K   = 

5 

 

6 

2 3 

Now we must find K
-1

  

 Step (1) :- Find d 

d = (5×3 - 6×2) 

d = (15 - 12) 

 d = 3 

∴ d
-1

=3 
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 Step (2) :- Rewrite key matrix in this form with replacing main diagonal 

with each other and multiply secondary diagonal by (-1) 

K   = 

3 

 

-6 

-2 5 

  K
-1

 = (d
-1

  × Step(2)) mod 26 

 
 

K
-1

 = d
-1 × 

3 
 

-6 
mod  26 

-2 5 

 

 

 

 

 

K
-1

 = 9 × 

3 
 

-6 
mod  26 

-2 5 
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Chapter Four 

 Types of Systems :-  

1.  Depending on Encryption / Decryption Key:- 

 Symmetric Algorithm:- use one key (which must be secret) for 

ciphering and deciphering, known as One Key Algorithm. 

C =Ek (P)  for Encryption 

P =Dk (C)  for Decryption 

 

 A Symmetric Algorithm:- use one key for ciphering and another 

key for deciphering, known as Public Key Algorithm. 

C =Ek1 (P)  for Encryption 

P =Dk2 (C)  for Decryption 

K1 is Public while K2 is secret. 

 

2. Depending on Cryptographic Techniques:- 

The second type of systems that depend on encryption method. 

 Block Ciphers:- 

 Stream Ciphers:- 

Block Ciphers:-  

 Is a type of symmetric encryption which operates on blocks of data 

(means the same key is used for encryption and decryption).  

 Operate on blocks (groups of bits) with fixed-length.  

 A block cipher breaks message into fixed sized blocks. 

 Takes one block (plaintext) at a time and transform it into another 

block of the same length using secret key. 

 Decryption is performed by applying the reverse transformation to 

the Ciphertext block using the same key.  
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 Because the same key is used, each repeated sequence in the 

Plaintext becomes the same repeated sequence in the Ciphertext, 

and this could cause security concerns.  

 Popular block ciphers are (Hill Cipher, Playfair Cipher, DES-Data 

Encryption Standard-, ECB) with using the same key. 

 

 Hill Cipher:- In which the size of each block is 2-character, or more, 

depending on the size of key matrix. In these ciphers, the values of each 

character in the Ciphertext depends on all the values of all characters in 

the plaintext, and the key is made of m×m matrix values, which is 

considered as a single key. 
 

 Playfair Cipher:- In which the size of each block equal to 2-characters 

only that are encrypted together. 
 

 DES (Data Encryption Standard):- In which each block must be of 64 bits 

only. This method combines between Substitution and Transposition 

Cipher, where the type of encryption is called Product Cipher. 
 

 ECB:- This method has been used by German Submarines (ٌالػواصات اِلمانج) 

in World War II through the use of dictionary contains many words and 

for every word there is a certain code that this dictionary will be located 

on both sides sender and receiver. 

 

Advantages of Block Cipher:- 

1. The possibility of parallel processing for more than one block at the 

same time.  

2. Encryption is quick because all the time implemented n of encryption. 

3. Error that occurs in a given block does not affect the other. 

4. Each block in the Plaintext is encrypted independently. 
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Disadvantages of Block Cipher:- 

1. The similar blocks in the plaintext also generate similar blocks in the 

Ciphertext because all blocks using the same key. 

2. Easy addition or deletion can be implemented on blocks. 

To solve the problem of block cipher is the development of a new way known as 

Cipher Block Chaining Mode (CBC) in which each block depends on the other 

by connecting them by (Exclusive OR). 

For Ciphering :-      Ci =Ek (Pi ⊕ Ci-1)               For Deciphering :-    Pi = Ci-1 ⊕ Dk (Ci) 

Where :- Ci-1  is the previous ciphered block. 

 

 

 

 

 

 
  

 

 

 

 

IV  initialization value which is used before first block because no block is found. 

 

 

 

 

 

Ek 

Pi-1 

Ci-1 

Ek 

Pi 

Ci 

Ek 

Pi+1 

Ci+1 

IV 

CBC Encryption 



 Computer Security                                                           Ass.Prof. Dr. Maad M. Khalil
 

73 
 

 

 

 

 

 

 

 

 

 

 

Advantages of CBC Ciphers:- 

1. There is no possibility of addition or deletion. 

2. Ending the state of similar blocks that were give us similar Ciphertext. 

Disadvantages of CBC Ciphers:- 

An error in a particular block for the rest of the blocks will be affected by that 

error. 

Stream Ciphers:-   

 Is the second type of system that depends on cryptographic techniques. 

 Stream ciphers belong to the family of symmetric key ciphers.  

 Stream ciphers combine Plaintext bits with a cipher bits stream by the use 

of XOR (Exclusive-OR) operation.  

     For ciphering:-        Ci =Eki (Pi) = (Pi ⊕ Ki) 

     For deciphering:-    Dk (Ci)  = (Ci ⊕ Ki) 

                                                         = ((Pi ⊕ Ki) ⊕ Ki) = Pi           

Dk 

Pi-1 

Ci-1 

IV 

CBC Decryption 

Dk 

Pi 

Ci 

Dk 

Pi+1 

Ci+1 
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 In this type of ciphering the plaintext is divided into a set of bits that are 

corresponded with a set of bits for the Ciphertext, and for each bit there is 

a specific key related to it. 
      

P = P1  P2 ….       Pn 

K = K 1  K 2 …. K n 

 It is possible to be periodic if reuse the key again after fixed periods, like 

Vigenere and Beaufort. 

Stream Cipher  ٌاما ان تكون دوريperiodic  ٌفجما لو اعجد استذدام المفتاح مرة اذرى بعد فترات ثابت

 .Beaufortو  Vigenere. مثال ذلك طريقٌ characters 5مثّ بعد 

 It is possible to be not periodic if the key is used once like Running Key 

and OTP. 

Stream Cipher دوريٌ غجر ان تكون  ممكنnon periodic والتً تستذدم المفتاح مرة واخدة فقط .

 .OTPو  Running Keyمثال ذلك 
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Block Cipher & Stream Cipher Comparison:- 
 

 Block Cipher Stream Cipher 

1 

Processing or encoding plaintext is 

done as a fixed length block one by 

one. A block for example could be 

64 or 128 bits in size. 

Processing or encoding plaintext is 

done bit by bit. The block size here is 

simply one bit. 

2 
The same key is used to encrypt 

each of the blocks. 

A different key is used to encrypt each 

of the bits. 

3 
Usually more complex and slower in 

operation.  

Usually very simple and much faster.  

4 More secure in most cases. Equally secure if properly designed. 

5 

The key to the cipher text 

relationship could be very 

complicated. 

Key is often combined with an 

initialization vector. 

6 

An error will affect the 

transformation of all characters in 

the same block. 

An error in the encryption process 

affects only that character, because 

each symbol is separately encoded.  

7 

Slowness of encryption, the person 

using a block cipher must wait until 

entire block of plaintext symbols 

has been received before starting 

the encryption process.  

Speed of transformation, because 

each symbol is encrypted without 

regard for any other plaintext 

symbols, each symbol is encrypted as 

soon as it is read, so the time required 

to encrypt a symbol depends only on 

the encryption algorithm itself, not on 

the time it takes to receive more 

plaintext. 
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Block Cipher algorithms 

Feistel Cipher Structure:-  

The inputs to the encryption algorithm are a plain text block of length 2w bits 

and a key k. The plain text block is divided into two halves, L0 and R0. The two 

halves of the data pass through n rounds of processing and then combine to 

produce the cipher text block. Each round I has as inputs (Li-1) and (Ri-1), derived 

from the previous round, as well as a sub-key (ki) derived from the overall k. In 

general the sub-keys (ki) are different from k and from each other and are 

generated from the key by a sub-key generation algorithms. 

 .  key(k)( وايضا 2Wبطول ) Plaintextلذوارزمجٌ التشفجر عبارة عن نص صريد  Inputيكون 

وبـاِذجر  Rounds( خجث يمر ذـّل معالجـات دوريـٌ تسـمٍ L0 , R0الٍ جزأين ) Plaintextيتم تجزأة 

 Ciphertextتدمح الجزأين مع بعضوا للخصول علٍ 

يـتم  Sub-keyن المرخلـٌ السـابقٌ وايضـا يكـون هنالـك مـ (Li-1 , Ri-1) هـً Inputيكون لوا  Roundكل 

 اِصلً key اشتقاقى من

اِصلً وايضا مذتلفٌ عن بعضوا خجـث يـتم تولجـدها مـن   keyمذتلفٌ عن   Sub-keyبشكل عام تكون قجم 

 . Sub-Key Generation Algorithmالمفتاح اِصلً باستذدام ذوارزمجٌ 
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Feistel Cipher Design Elements:- 

 Block Size:- Larger block sizes mean greater security but reduced 

encryption/decryption speed.  

 Key Size:- Larger key size means greater security but may decrease 

encryption/decryption speed. The most common key length in modern 

algorithms is 128 bits. 

 Number of Rounds:- The summary of the Feistel cipher is that a single 

round shows unsuitable security but that multiple rounds offer increasing 

security. A typical size is 16 rounds. 

 Sub-Keys Generation Algorithm 

 Round Function (F) 

 

There are two other considerations in the design of a Feistel Cipher: 

1. Fast software encryption/decryption 

2. Ease of Analysis. 
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The Encryption Process uses the Feistel structure consist of multiple rounds of 

processing of the plaintext, each round consisting of a “substitution” step 

followed by a permutation step. 

 The input block to each round is divided into two halves that can be 

denoted as L and R for the left half and the right half. 

  L , Rالى جزأين  Input blockيتم تجزأة 
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 In each round, the right half of the block, R, goes through unchanged. But 

the left half, L, goes through an operation that depends on R and the 

encryption key. First, we apply an encrypting function ‘f’ that takes two 

inputs − the key K and R. The function produces the output fR, K. Then we 

XOR the output of the mathematical function with L. 

فأن الجزء اِيمن ِ تخصل علجى تػججرات ولكن الجزء اِيسر يمر ذّل عملجٌ تعتمد فجوا  roundفً كل 

 علٍ قجم الجزء اِيمن والمفتاح

و الجزء اِيمن من النص  Sub-key( التً تتعامل مع القجمٌ round function fدايٌ يتم تطبجق )بالب

 inputsكمدذّت 

 مع الجزء اِيسر من النص. XOR المذرجات من هذه الدالٌ يتم عمل 

 In real implementation of the Feistel Cipher, such as DES, instead of using 

the whole encryption key during each round, a round-dependent key a 

Sub-key is derived from the encryption key. This means that each round 

uses a different key, although all these Subkeys are related to the original 

key. 

 Sub-key generationام ذوارزمجٌ ولكن يتم استذد keyبوذه الذوارزمجٌ ِ يتم التعامل مع 

algorithm  والتً تقوم بتولجدSub-key  من المفتاح اِصلًَ لذلك كلround  يكونSub-key  الذاص

 اِذرى. roundبوا مذتلف عن 

 The permutation step at the end of each round swaps the modified L and 

unmodified R. Therefore, the L for the next round would be R of the 

current round. And R for the next round is the output L of the current 

round. 

لذلك  Rمع جزء  Lيتم فجوا اجراء عملجٌ تبديل جزء   roundتكون عند نوايٌ كل  permutationذطوة 

 للدورة الخالجٌ. Lرة التالجٌ تمثل قجمٌ المذرج للدو Rللدورة الخالجٌ وكذلك  Rللدورة التالجٌ تمثل قجمٌ  Lفان 

 Above substitution and permutation steps form a ‘round’. The number of 

rounds is specified by the algorithm design. 

 يعتمد علٍ طريقٌ تصمجم الذوارزمجٌ.  roundsعدد الـ 
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 Once the last round is completed then the two sub blocks, ‘R’ and ‘L’ are 

concatenated in this order to form the cipher-text block. 

سوف يتم دمجوا مع بعضوا للخصول علٍ  sub blocks (L,R)فأن   round بعد انتواء اذر

Ciphertext. 

The difficult part of designing a Feistel Cipher is selection of round function ‘f’. 

In order to be unbreakable scheme, this function needs to have several 

important properties. 

 

Decryption Process 

The process of decryption in Feistel cipher is almost similar. Instead of starting 

with a block of plaintext, the cipher-text block is fed into the start of the Feistel 

structure and then the process thereafter is exactly the same as described in the 

given illustration. The process is said to be almost similar and not exactly same. 

In the case of decryption, the only difference is that the sub-keys used in 

encryption are used in the reverse order. 

The final swapping of ‘L’ and ‘R’ in last step of the Feistel Cipher is essential 

(primary). If these are not swapped then the resulting cipher-text could not be 

decrypted using the same algorithm. 

فك التشفجر فً هذه الذوارزمجٌ تكون غالبا مشابوٌ لعملجٌ التشفجر ولكن بدِ من البدا بـالنص الصريد يتم 

خجث يتم استذداموا بشكل معكوس  Sub-keyَ الفرق الوخجد هو فً استذدام Ciphertext blockالبدأ بـ 

 فً خالٌ فك التشفجر.

 Resultantً خالٌ عدم تنفجذها فان الناتح المشفر )ذطوة التبديل تعتبر شًء اساسً وموم وف -مّخظٌ:

Ciphertext يمكن ان نعمل لى ِ )Decipher .ٌباستذدام نفس الذوارزمج 

 

Number of Rounds 

The number of rounds used in a Feistel Cipher depends on desired security from 

the system. More number of rounds provides more secure system. But at the 

same time, more rounds mean the inefficient slow encryption and decryption 

processes. 
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Encryption Decryption 

 Split plaintext block into left and 

right halves:- Plaintext = (L0, R0) 

 Ciphertext = (Ln, Rn) 

 For each round i=1,2,….,n 

compute:- 

Li=Ri-1 

Ri=L i-1⊕ f(R i-1, Ki) 

where f is round function 

and Ki is a subkey 

 For each round i=n,n-1,….,1 

compute:- 

Ri-1 = Li 

L i-1= Ri ⊕ f(R i-1, Ki) 

where f is round function 

 and Ki is a subkey 

 Ciphertext = (Ln, Rn)  Plaintext = (L0, R0) 
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Data Encryption Standard (DES):- 

The most widely used encryption scheme is defined in the data encryption 

standard (DES) adopted in 1977 by US Fedral Standards, which endrypts 64-bit 

data using 56-bit key. 

The algorithm involves carrying out combinations, substitutions and 

permutations between the text to be encrypted and the key, while making sure 

the operations can be performed in both directions (for decryption). The 

combination of substitutions and permutations is called a product cipher. 

Overview:- 

1. Symmetric Algorithm 

2. Block Cipher 

3. Uses a combination of Substitution and Transpositions (Permutations). 

4. Goes through 16 Cycles (iterations). 

5. The overall processing at each cycle can be summarized in the following 

formulas:- 

Li=Ri-1 

Ri=L i-1⊕ f(R i-1, Ki) 

6. Plaintext is organized into 64-bit blocks. 

7. Uses a 56-bit Key.  

8. The complex function involves both permutation and substitution 

operations. The substitution operation represented as table called "S-

Boxes", simply maps each combination of 48 inputs bits into a particular 

32-bit pattern. 
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DES Steps:- 

1. Initial permutation (IP) on input text (64-bit). 

2. Split into right and left halves (32-bit). 

3. Take right half and permute it (Expansion Permutation E/P). 

4. Work on key (shift) 56-bit, then permute key (48-bits). 

5. XOR resulting key with right half… result in 32-bit (S-BOX). 

6. Permute result 

7. XOR result with left half 

8. End of cycle. 

Key Transformation:- 

1. Starts with 64-bit. 

2. Drop every eighth bit = 56 bits (actually 64 bits, 8 bits parity check). 

3. Split into two 28-bits halves. 

4. Shift each key to the left (a number of bits). 

5. Paste both halves. 

6. 48-bit key is then permuted. 
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Plaintext:-  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The first block (64 bit) from plaintext 

Initial Permutation IP 

S-Box (32 bit) 

Expansion Permutation E/P 

48 bit 

L0 R0 

32 bit 32 bit 
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Initial Permutation IP:- is the first step of the data computation. 

First the following matrix shows the plaintext represented as blocks of 8-bits, 

and these numbers from 1-64 represent the number of bit in the plaintext. 

1 2 3 4 5 6 7 8 

9 10 11 12 13 14 15 16 

17 18 19 20 21 22 23 24 

25 26 27 28 29 30 31 32 

33 34 35 36 37 38 39 40 

41 42 43 44 45 46 47 48 

49 50 51 52 53 54 55 56 

57 58 59 60 61 62 63 64 
 

 

Firstly, each bit of a block is subject to initial permutation, which can be 

represented by the following initial permutation (IP) table:- 

IP 58 50 42 34 26 18 10 2 

60 52 44 36 28 20 12 4 

62 54 46 38 30 22 14 6 

64 56 48 40 32 24 16 8 

57 49 41 33 25 17 9 1 

59 51 43 35 27 19 11 3 

61 53 45 37 29 21 13 5 

63 55 47 39 31 23 15 7 
 

 

This permutation table shows, when reading the table from left to right then 

from top to bottom, that the 58th bit of the 64-bit block is in first position, the 

50th in second position and so on. 
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Division into 32-bit blocks :- Once the initial permutation is completed, 

the 64-bit block is divided into two 32-bit blocks, respectively 

denoted L and R (for left and right). The initial status of these two blocks is 

denoted L0 and R0: 

L0 58 50 42 34 26 18 10 2 

60 52 44 36 28 20 12 4 

62 54 46 38 30 22 14 6 

64 56 48 40 32 24 16 8 
 

 

 

It is interesting to note that L0 contains all bits having an even position in the 

initial message, whereas R0 contains bits with an odd position. 

 

Rounds :- 

The Ln and Rn blocks are subject to a set of repeated transformations 

called rounds, shown in this diagram, and the details of which are given below: 

 

 

 

 

 

 

 

 

R0 57 49 41 33 25 17 9 1 

59 51 43 35 27 19 11 3 

61 53 45 37 29 21 13 5 

63 55 47 39 31 23 15 7 
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DES Round Structure:- 

1. Uses two 32-bit L and R halves. 

2. As for any Feistel Cipher can describe as:-  

Li = Ri-1 

Ri = L i-1⊕ f(R i-1, Ki) 

3. F takes 32-bit R half and 48-bit Subkey:- 

 Expand R to 48-bits using Expansion Permutation E/P. 

 Adds to Subkey using XOR. 

 Passes through 8 S-boxes to get 32-bit result. 

 Finally permutes using 32-bit permutation. 
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The first block (64 bit) from plaintext 

(Preprocessing)Initial Permutation IP =64-bits 

Left =32-bits Right = 32-bits 

Expansion Permutation E/P 

48-bits 48-bits 

-8 bit 

Key= 56-bits 

S-Box 

48 bit 

32- bit 

L-new 
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Expansion function 

The 32 bits of the R0 block are expanded to 48 bits thanks to a table called 

an expansion table (denoted E), in which the 48 bits are mixed together and 16 

of them are duplicated:-  

(Note that the numbers from 1 to 32 represent the number of blocks in R0 half). 

 R0  1 2 3 4 

5 6 7 8 

9 10 11 12 

13 14 15 16 

17 18 19 20 

21 22 23 24 

25 26 27 28 

29 30 31 32 
 

 

Expansion is done by adding the last column (of the above matrix) and put it 

before the first column with a note that is the last value in the column is placed 

at the beginning of the column, while the rest of the column values are shifted 

down one position. 

 

E 32   1 2 3 4 5 

4 5 6 7 8 9 

8 9 10 11 12 13 

12 13 14 15 16 17 

16 17 18 19 20 21 

20 21 22 23 24 25 

24 25 26 27 28 29 

28 29 30 31 32 1 
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As such, the last bit of R0 (that is, the 7th bit of the original block) becomes the 

first, the first becomes the second, etc. 

In addition, the bits 1, 4, 5, 8, 9, 12, 13, 16, 17, 20, 21, 24, 25, 28 and 29 

of R0 (respectively 57, 33, 25, l, 59, 35, 27, 3, 6l, 37, 29, 5, 63, 39, 31 and 7 of the 

original block) are duplicated and scattered in the table. 
 

Exclusive OR with the key:- 

The resulting 48-bit table is called R'0 or E[R0]. The DES algorithm 

then exclusive ORs the first key K1with E[R0]. The result of this exclusive OR is a 

48-bit table we will call R0 out of convenience (it is not the starting R0!). 
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Substitution function:- 

R0 is then divided into 8 6-bit blocks, denoted R0i. Each of these blocks is 

processed by selection functions (sometimes called Substitution 

Boxes or Compression Functions S-Boxes), generally denoted Si. The s-boxes 

are substitution based on table of 4 rows and 16 columns. Suppose the block Bj 

is the six bits (b1, b2, b3, b4, b5, b6). Bits b1 and b6 take together, from a two–bit 

binary number b1 b6, having a decimal value from 0 to 3, call this value r.  

Bits b2, b3, b4 and b5 taken together from a four-bit binary number b2b3b4b5 

having a decimal value from 0 to 15 call the value c. The substitution from the S-

Boxes transform each 6-bit block Bj into the 4-bit result show in row r , column c 

of section Sj of table. 

Example:- Assume S7 in a binary is 010011 

Then r = 01 = 1              c = 1001 = 9 

The transformation of block B7 is found in row 1 and column =(1,9) = 3 = 0011 

                            0        1         1        0          0         1 

 

 

                                      0              0          1            1                                
          

The first and last bits of each R0i determine (in binary value) the line of the 

selection function; the other bits (respectively 2, 3, 4 and 5) determine the 

columns. As the selection of the line is based on two bits, there are 4 possibilities 

(0, 1, 2, 3). As the selection of the column is based on 4 bits, there are 16 

possibilities (0 to 15). Thanks to this information, the selection function "selects" 

a ciphered value of 4 bits. 
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Here is the first substitution function, represented by a 4-by-16 table:- 

 

Let R01 equal 101110. The first and last bits give 10, that is, 2 in binary value. 

The bits 2, 3, 4 and 5 give 0111, or 7 in binary value. The result of the selection 

function is therefore the value located on line no. 2, in column no. 7. It is the 

value 11. 

          

 

 

 

 

 

Let R01 equal 101110. The first and last bits give 10, that is, 2 in binary value. The 

bits 2, 3 ,4 and 5 give 0111, or 7 in binary value. The result of the selection 

function is therefore the value located on line no. 2, in column no. 7. It is the 

value 11, or 111 binary. 

Each of the 8 6-bit blocks is passed through the corresponding selection 

function, which gives an output of 8 values with 4 bits each. 
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Here are the other selection functions:- 
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Each 6-bit block is therefore substituted in a 4-bit block. These bits are 

combined to form a 32-bit block. 
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Permutation:- 

The obtained 32-bit block is then subject to a permutation P here is the table:- 

P 16 7 20 21 29 12 28 17 

1 15 23 26 5 18 31 10 

2 8 24 14 32 27 3 9 

19 13 30 6 22 11 4 25 
 

 

Exclusive OR:- 

All of these results output from P are subject to an Exclusive OR with the 

starting L0 (as shown on the first diagram) to give R1, whereas the 

initial R0 gives L1. 

Iteration:-  All of the previous steps (rounds) are repeated 16 times. 

Inverse initial permutation:- 

At the end of the iterations, the two blocks L16 and R16 are re-joined, then subject 

to inverse initial permutation: 

IP-1 

40 8 48 16 56 24 64 32 

39 7 47 15 55 23 63 31 

38 6 46 14 54 22 62 30 

37 5 45 13 53 21 61 29 

36 4 44 12 52 20 60 28 

35 3 43 11 51 19 59 27 

34 2 42 10 50 18 58 26 

33 1 41 9 49 17 57 25 

 

The output result is a 64-bit Ciphertext 
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Example:- If the plaintext = mohammed 

To find the initial permutation:- 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

Using this to convert to binary form :- 128, 64, 32, 16, 8, 4, 2, 1 

 

 m = 12 = 00001100  1/0 2/0 3/0 4/0 5/1 6/1 7/0 8/0 

 o = 14 = 00001110 9/0 10/0 11/0 12/0 13/1 14/1 15/1 16/0 

 h = 7 = 00000111 17/0 18/0 19/0 20/0 21/0 22/1 23/1 24/1 

 a = 0 = 00000000 25/0 26/0 27/0 28/0 29/0 30/0 31/0 32/0 

 m = 12 = 00001100 33/0 34/0 35/0 36/0 37/1 38/1 39/0 40/0 

 m = 12 = 00001100 41/0 42/0 43/0 44/0 45/1 46/1 47/0 48/0 

 e = 4 = 00000100 49/0 50/0 51/0 52/0 53/0 54/1 55/0 56/0 

 d = 3 = 00000011 57/0 58/0 59/0 60/0 61/0 62/0 63/1 64/1 

 

IP 

58 50 42 34 26 18 10 2 

60 52 44 36 28 20 12 4 

62 54 46 38 30 22 14 6 

64 56 48 40 32 24 16 8 

57 49 41 33 25 17 9 1 

59 51 43 35 27 19 11 3 

61 53 45 37 29 21 13 5 

63 55 47 39 31 23 15 7 
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IP 

0 0 0 0 0 0 0 0 00000000 

0 0 0 0 0 0 0 0 00000000 

0 1 1 1 0 1 1 1 01110111 

1 0 0 0 0 1 0 0 10000100 

0 0 0 0 0 0 0 0 00000000 

0 0 0 0 0 0 0 0 00000000 

0 0 1 1 0 0 1 1 00110011 

1 0 0 0 0 1 1 0 10000110 
 

 

Generation of keys:- 

Given that the DES algorithm presented above is public, security is based on the 

complexity of encryption keys. 

The algorithm below shows how to obtain, from a 64-bit key (made of any 64 

alphanumeric characters), 8 different 48-bit keys each used in the DES 

algorithm: 
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Firstly, the key's parity bits are eliminated so as to obtain a key with a useful 

length of 56 bits. 

The first step is a permutation denoted PC-1 (permutation choice-1) whose 

table is presented below:- 

PC-1 

57 49 41 33 25 17 9 1 58 50 42 34 26 18 

10 2 59 51 43 35 27 19 11 3 60 52 44 36 

63 55 47 39 31 23 15 7 62 54 46 38 30 22 

14 6 61 53 45 37 29 21 13 5 28 20 12 4 
 

 

This table may be written in the form of two tables Li and Ri (for left and right) 

each made of 28 bits:- 

Li /C0 
 

57 49 41 33 25 17 9 

1 58 50 42 34 26 18 

10 2 59 51 43 35 27 

19 11 3 60 52 44 36 
 

 

Ri /D0 
 

63 55 47 39 31 23 15 

7 62 54 46 38 30 22 

14 6 61 53 45 37 29 

21 13 5 28 20 12 4 
 

 

The result of this first permutation is denoted L0 and R0. 

These two blocks are then rotated to the left; such that the bits in second 

position take the first position, those in third position take the second, etc.  

the bits in first position move to last position. 
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The two 28-bit blocks are then grouped into one 56-bit block. This passes 

through a permutation, denoted PC-2 (permutation choice-2), giving a 48-bit 

block as output, representing the key Ki. 
 

Left Shift (LS (:- 

Number of rounds Shifting amount (Offset) 

1, 2, 9, 16 1 

3, 4, 5, 6, 7, 8, 10 2 

15, 14, 13, 12, 11 2 

 

 

PC-2 

14 17 11 24 1 5 

3 28 15 6 21 10 

23 19 12 4 26 8 

16 7 27 20 13 2 

41 52 31 37 47 55 

30 40 51 45 33 48 

44 49 39 56 34 53 

46 42 50 36 29 32 
 

 

Repeating the algorithm makes it possible to give the 16 keys K1 to K16 used in 

the DES algorithm. 
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Example:-  Generate the first and second DES sub keys given that the output of 

the permuted choice1 

01111111  10101010  01010101 10001111 00011111 01000000   00000001    

00001011 

1/0 2/1 3/1 4/1 5/1 6/1 7/1 8/1 

9/1 10/0 11/1 12/0 13/1 14/0 15/1 16/0 

17/0 18/1 19/0 20/1 21/0 22/1 23/0 24/1 

25/1 26/0 27/0 28/0 29/1 30/1 31/1 32/1 

33/0 34/0 35/0 36/1 37/1 38/1 39/1 40/1 

41/0 42/1 43/0 44/0 45/0 46/0 47/0 48/0 

49/0 50/0 51/0 52/0 53/0 54/0 55/0 56/1 

57/0 58/0 59/0 60/0 61/1 62/0 63/1 64/1 

 

C0 

57/0 49/0 41/0 33/0 25/1 17/0 9/1 

1/0 58/0 50/0 42/1 34/1 26/0 18/1 

10/0 2/1 59/0 51/0 43/0 35/0 27/0 

19/0 11/1 3/1 60/0 52/0 44/0 36/1 

D0 

63/1 55/0 47/0 39/1 31/1 23/0 15/1 

7/1 62/0 54/0 46/0 38/1 30/1 22/1 

14/0 6/1 61/1 53/0 45/0 37/1 29/1 

21/0 13/1 5/1 28/0 1/20 12/0 4/1 
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C0= 0000101  0001101  0100000  0110001 

D0= 1001101  1000111  0110011  0110101 

Shift left one position 

C1=  000101  0001101  0100000  01100010   

D1=  001101  1000111  0110011  01101011 
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DES Example 

Example:- If the plaintext = mohammed 

With key = 01111111  10101010  01010101 10001111 00011111 01000000   

00000001    00001011 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

 

m = 12 = 00001100  1/0 2/0 3/0 4/0 5/1 6/1 7/0 8/0 

 o = 14 = 00001110 9/0 10/0 11/0 12/0 13/1 14/1 15/1 16/0 

 h = 7 = 00000111 17/0 18/0 19/0 20/0 21/0 22/1 23/1 24/1 

 a = 0 = 00000000 25/0 26/0 27/0 28/0 29/0 30/0 31/0 32/0 

 m = 12 = 00001100 33/0 34/0 35/0 36/0 37/1 38/1 39/0 40/0 

 m = 12 = 00001100 41/0 42/0 43/0 44/0 45/1 46/1 47/0 48/0 

 e = 4 = 00000100 49/0 50/0 51/0 52/0 53/0 54/1 55/0 56/0 

 d = 3 = 00000011 57/0 58/0 59/0 60/0 61/0 62/0 63/1 64/1 

 

Initial permutation:- 

IP 58 50 42 34 26 18 10 2 

60 52 44 36 28 20 12 4 

62 54 46 38 30 22 14 6 

64 56 48 40 32 24 16 8 

57 49 41 33 25 17 9 1 

59 51 43 35 27 19 11 3 

61 53 45 37 29 21 13 5 

63 55 47 39 31 23 15 7 
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IP 

0 0 0 0 0 0 0 0 

L0 
0 0 0 0 0 0 0 0 

0 1 1 1 0 1 1 1 

1 0 0 0 0 1 0 0 

0 0 0 0 0 0 0 0 

R0 
0 0 0 0 0 0 0 0 

0 0 1 1 0 0 1 1 

1 0 0 0 0 1 1 0 
 

 

Division into 32-bit blocks :- 

L0 = 

0 0 1 0 

R0= 

1/0 2/0 3/1 4/0 

0 0 1 0 5/0 6/0 7/1 8/1 

0 0 1 1 9/0 10/0 11/0 12/1 

0 0 0 0 13/0 14/0 15/0 16/0 

0 0 1 0 17/0 18/0 19/1 20/0 

0 0 1 0 21/0 22/0 23/1 24/0 

0 0 1 0 25/0 26/0 27/0 28/0 

0 0 0 1 29/0 30/0 31/0 32/1 

 

Expansion 
to the 

right half 

32/1 1/0 2/0 3/1 4/0 5/0 

4/0 5/0 6/0 7/1 8/1 9/0 

8/1 9/0 10/0 11/0 12/1 13/0 

12/1 13/0 14/0 15/0 16/0 17/0 

16/0 17/0 18/0 19/1 20/0 21/0 

20/0 21/0 22/0 23/1 24/0 25/0 

24/0 25/0 26/0 27/0 28/0 29/0 

28/0 29/0 30/0 31/0 32/1 1/0 
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Exclusive OR with the key:- 

First we must do some processing on key before XOR with the previous 

result:- 

Starts with key =64-bit…., 

1/0 2/1 3/1 4/1 5/1 6/1 7/1 8/1 

9/1 10/0 11/1 12/0 13/1 14/0 15/1 16/0 

17/0 18/1 19/0 20/1 21/0 22/1 23/0 24/1 

25/1 26/0 27/0 28/0 29/1 30/1 31/1 32/1 

33/0 34/0 35/0 36/1 37/1 38/1 39/1 40/1 

41/0 42/1 43/0 44/0 45/0 46/0 47/0 48/0 

49/0 50/0 51/0 52/0 53/0 54/0 55/0 56/1 

57/0 58/0 59/0 60/0 61/1 62/0 63/1 64/1 

 

Paste both halves…..48-bit key is then permuted. 

The first step is a permutation denoted PC-1 (permutation choice-1) whose 

table is presented below:- 

Drop every eighth bit = 56 bits (actually 64 bits, 8 bits parity check)….. 

PC-1 

57/0 49/0 41/0 33/0 25/1 17/0 9/1 1/0 58/0 50/0 42/1 34/0 26/0 18/1 

10/0 2/1 59/0 51/0 43/0 35/0 27/0 19/0 11/1 3/1 60/0 52/0 44/0 36/1 

63/1 55/0 47/0 39/1 31/1 23/0 15/1 7/1 62/0 54/0 46/0 38/1 30/1 22/1 

14/0 6/1 61/1 53/0 45/0 37/1 29/1 21/0 13/1 5/1 28/0 20/1 12/0 4/1 
 

 



 Computer Security                                                           Ass.Prof. Dr. Maad M. Khalil
 

115 
 

Split into two 28-bits halves….. 

 

Li /C0 
 

57/0 49/0 41/0 33/0 25/1 17/0 9/1 

1/0 58/0 50/0 42/1 34/0 26/0 18/1 

10/0 2/1 59/0 51/0 43/0 35/0 27/0 

19/0 11/1 3/1 60/0 52/0 44/0 36/1 
 

 

Ri /D0 
 

63/1 55/0 47/0 39/1 31/1 23/0 15/1 

7/1 62/0 54/0 46/0 38/1 30/1 22/1 

14/0 6/1 61/1 53/0 45/0 37/1 29/1 

21/0 13/1 5/1 28/0 20/1 12/0 4/1 
 

 

Li /C0  = 0000101 0001001 0100000 0110001 

Ri /D0 = 1001101 1000111 0110011 0110101 

Shift each key to the left (a number of bits)here the shifting depend on the round 

number, and since we are in round one, so these bits must shifting one bit only 

as shown below:- 

L1 /C1  = 000101 0001001 0100000 01100010 

R1 /D1 = 001101 1000111 0110011 01101011 

The two blocks are then grouped together to get 56-bits as shown:- 
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L1 /C1 

 
 
 
 
 

R1 /D1 

1/0 2/0 3/0 4/1 5/0 6/1 7/0 

8/0 9/0 10/1 11/0 12/0 13/1 14/0 

15/1 16/0 17/0 18/0 19/0 20/0 21/0 

22/1 23/1 24/0 25/0 26/0 27/1 28/0 

29/0 30/0 31/1 32/1 33/0 34/1 35/1 

36/0 37/0 38/0 39/1 40/1 41/1 42/0 

43/1 44/1 45/0 46/0 47/1 48/1 49/0 

50/1 51/1 52/0 53/1 54/0 55/1 56/1 
 

 

This passes through a permutation, denoted PC-2 (permutation choice-2), 

giving a 48-bit block as output, representing the key Ki 

PC-2 

14 17 11 24 1 5 

3 28 15 6 21 10 

23 19 12 4 26 8 

16 7 27 20 13 2 

41 52 31 37 47 55 

30 40 51 45 33 48 

44 49 39 56 34 53 

46 42 50 36 29 32 
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PC-2 

0 0 0 0 0 0 

0 0 1 1 0 1 

1 0 0 1 0 0 

0 0 1 0 1 0 

1 0 1 0 1 1 

0 1 1 0 0 1 

1 0 1 1 1 1 

0 0 1 0 0 1 
 

 

The output from the previous step represents the key in round1 which is XORed 

with the R1 after it is expanded as shown below:- 

1 0 0 1 0 0 

XOR 

0 0 0 0 0 0 

0 0 0 1 1 0 0 0 1 1 0 1 

1 0 0 0 1 0 1 0 0 1 0 0 

1 0 0 0 0 0 0 0 1 0 1 0 

0 0 0 1 0 0 1 0 1 0 1 1 

0 0 0 1 0 0 0 1 1 0 0 1 

0 0 0 0 0 0 1 0 1 1 1 1 

0 0 0 0 1 0 0 0 1 0 0 1 

       Expansion                                                                                       PC-2 
to the right half                                                             
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The resulted XOR operation=          

1 0 0 1 0 0 →    S1= 100100 

0 0 1 0 1 1 →    S2= 001011 

1 0 0 1 1 0 →    S3= 000110 

1 0 1 0 1 0 →    S4= 101010 

1 0 1 1 1 1 →    S5= 101111 

0 1 1 1 0 1 →    S6= 011101 

1 0 1 1 1 1 →    S7= 101111 

0 0 1 0 1 1 →    S8= 001011 

 

This will enter to S-Boxes. 

 

S1 :- 1 0 0 1 0 0 Row=10 = 2 Col. =0010 = 2 

 
 

∴ S1=14 = 1110 

**********************************    
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S2 :- 0 0 1 0 1 1 Row=01 = 1 Col. =0101 = 5 

 

 

∴ S2=2= 0010 

*************************************   

S3:- 0 0 0 1 1 0 Row=00 = 0 Col. =0011 = 3 

 

 

∴ S3=14=1110 

*************************************  

S4:- 1 0 1 0 1 0 Row=10 = 2 Col. =0101 = 5 

 

 
 

∴ S4=11=1011 

*************************************    
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S5:- 1 0 1 1 1 1 Row=11 = 3 Col. =0111 = 7 

 

 
 

 

∴ S5=13=1101 

*************************************    
 

S6:- 0 1 1 1 0 1 Row=01 = 1 Col. =1110 =14 

 

 

∴ S6=3=0011 

*************************************    

S7:- 1 0 1 1 1 1 Row=11 = 3 Col. =0111 = 7 

 

∴ S7= 7 = 0111 

*************************************   
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S8:- 0 0 1 0 1 1 Row=01 = 1 Col. =0101 = 5 

 

 

∴ S8= 3 = 0011 

*************************************   

S1= 1110       S2= 0010      S3=1110        S4=1011   

S5=1101        S6=0011       S7= 0111       S8= 0011 

1/1 2/1 3/1 4/0 

5/0 6/0 7/1 8/0 

9/1 10/1 11/1 12/0 

13/1 14/0 15/1 16/1 

17/1 18/1 19/0 20/1 

21/0 22/0 23/1 24/1 

25/0 26/1 27/1 28/1 

29/0 30/0 31/1 32/1 
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Permutation:- 

P 

16 7 20 21 29 12 28 17 

1 15 23 26 5 18 31 10 

2 8 24 14 32 27 3 9 

19 13 30 6 22 11 4 25 
 

 

1 1 1 0 0 0 1 1 

P 

1 1 1 1 0 1 1 1 

1 0 1 0 1 1 1 1 

0 1 0 0 0 1 0 0 

 

 

Exclusive OR:- 

All of these results output from P are subject to an Exclusive OR with the 

starting L0 (as shown on the first diagram) to give R1 

0 0 0 0 0 0 0 0 

L0 
0 0 0 0 0 0 0 0 

0 1 1 1 0 1 1 1 

1 0 0 0 0 1 0 0 
 

                                              

                                             P  ⊕ L0 → R1 

 



 Computer Security                                                           Ass.Prof. Dr. Maad M. Khalil
 

113 
 

1 1 1 0 0 0 1 1 

R1 
1 1 1 1 0 1 1 1 

1 1 0 1 1 0 0 0 

1 1 0 0 0 0 0 0 
 

 

 

Steganography 

Introduction:- 

The word steganography is derived from the Greek words “stegos” meaning 

“cover” and “grafia” meaning “writing” defining it as “covered writing”. 

Steganography is one such pro-security innovation  in which secret data is 

embedded  in a cover. 

Steganography deals with composing hidden messages so that only the sender 

and the receiver know that the message even exists. Since nobody except the 

sender and the receiver knows the existence of the message, it does not attract 

unwanted attention. 

The study of hiding information is called Cryptography. When communicating 

over an untrusted medium such as internet, it is very important to protect 

information and Cryptography plays an important role in this. Today, 

Cryptography uses principles from several disciplines such as mathematics, 

computer science, etc. Steganography deals with composing hidden messages 

so that only the sender and the receiver know that the message even exists. 

Steganography and Cryptography are closely related. Cryptography 

scrambles (تخلط) messages so they cannot be understood.  

Steganography on the other hand, will hide the message so there is no 

knowledge of the existence of the message in the first place. In some situations, 

sending an encrypted message will arouse suspicion (تثير الشك) while an 
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"invisible” message will not do so. Both sciences can be combined to produce 

better protection of the message. In this case, when the Steganography fails and 

the message can be detected, it is still of no use as it is encrypted using 

Cryptography techniques. 

 

There exist two types of materials in steganography: message and carrier. 

Message is the secret data that should be hidden and carrier is the material that 

takes the message in it. 

Figure below shows the different categories of file formats that can be used for 

steganography techniques. 

 

 

 

 

 

  

Differences between Steganography and Cryptography:- 

1. Cryptography is the study of hiding information, while Steganography 

deals with composing hidden messages so that only the sender and the 

receiver know that the message even exists.  

2. In Steganography, only the sender and the receiver know the existence of 

the message, whereas in cryptography the existence of the encrypted 

message is visible to the world. Due to this, Steganography removes the 

unwanted attention coming to the hidden message.  

3. Steganography hides a message within another message normally called 

as a cover and looks like a normal graphic, video, or sound file. In 

cryptography, encrypted message looks like meaningless jumble  of 

characters. 
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4. Cryptographic methods try to protect the content of a message, while 

Steganography uses methods that would hide both the message as well as 

the content.  

5. Steganography requires caution when reusing pictures or sound files. In 

cryptography caution is required when reusing keys. 

By combining Steganography and Cryptography one can achieve better 

security. 

Types of Steganography:- 

1. Hiding a message inside text. 

2. Hiding a message inside images. 

3. Hiding a message inside audio or video files. 
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a- Simple Substitution Cipher 

1- Standard-Standard  

2- Standard-Reverse 

3- Mixed Alphabet 

3.1 Keywords 
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2- Hill Cipher 

 

Chapter Four:- 

 Symmetric and Asymmetric System 

 Block Cipher System 



 Computer Security                                                            Ass.Prof. Dr. Maad M. Khalil
 

121 
 

1- Advantages 

2- Disadvantages 
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 العمــــــــــــلً

 Euclid's Algorithm 

 Columnar Algorithm 

 fixed period Algorithm 

 Double Algorithm 

 Simple standard-standard Algorithm 

 Simple standard-Reverse Algorithm 

 Simple Mixed alphabet/Keyword Algorithm 

 Simple Mixed alphabet/Multiplicative Algorithm 

 Simple Mixed alphabet/Shift + Multiplicative Algorithm 

 Simple Randomly Algorithm 

 Simple Homophonic Substitution/Beale Algorithm 

 Polyalphabetic Substitution /Vigenere Cipher Algorithm 

 Polyalphabetic Substitution /Beaufort Cipher Algorithm 

 Polyalphabetic Substitution /Running-key Cipher Algorithm 

 The Polygram Substitution Ciphers/ Play Fair Algorithm 

 The Polygram Substitution Ciphers/ Hill Cipher Algorithm 

 

 


