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The Vigeneére cipher is a method of encrypting alphabetic text by using a series of
different Caesar ciphers based on the letters of a keyword. It is a simple form of

polyalphabetic substitution
In a Caesar cipher, each letter of the alphabet is shifted along some number of

places; for example, in a Caesar cipher of shift 3, A would become D, B would
become E, Y would become B and so on. The Vigenére cipher consists of several

Caesar ciphers in sequence with different shift values.

The Vigenere Square
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Affine cipher

The affine cipher is a type of monoalphabetic substitution cipher, wherein each letter

in an alphabet is mapped to its numeric equivalent, encrypted using a simple
mathematical function, and converted back to a letter. The formula used means that
each letter encrypts to one other letter, and back again, meaning the cipher is
essentially a standard substitution cipher with a rule governing which letter goes to
which. As such, it has the weaknesses of all substitution ciphers. Each letter is

enciphered with the function(ax + b) mod 26, where b is the magnitude of the shift.

Encrypting
E(x) = (ax +b) mod m,

A B CDEFGHI JKLMNOPOQRS T UVWX Y Z

012 (3|4 (5|6 |7 (8|9 (10|11 (12|13 (14 |15(16 |17 |18 |19 |20 (21 |22 (23|24 |25

Ex: let key (a=5, b=8)

y = E(z) = (bz+ 8) (mod 26)


https://en.wikipedia.org/wiki/Monoalphabetic_substitution_cipher

Security Al

plaintext: AF F I N E C I P H E R
X 0 5 5 8 13 4 2 8 15 7 4 17
hr + & 8 33 33 48 73 28 18 48 83 43 28 93

(bx+8) (mod 26) 8 7 7 22 21 2 18 22 5 17 2 15

ciphertext: Il H HWVC S WF R C P

Description
D(z)=a '(x —b) modm,
Ex: let key (a'=21, b=8)

ciphertext: Il H H W V C S W__F R C P
V- 8 7 7 22 21 2 18 22 5 17 2 15
21(y-8): 0 -21 -21 294 273 -126 210 294 -63 189 -126 147

(21(y-8)) mod26: 0 5 5 8 13 4 2 8 15 7 4 17

plaintext: A F F I N E C | P H E R
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Message Reversal 4w J/ wse

plain text: meet me monday morning
cipher text : gninrom yadnom em teem

(8 a3l 7 8 JY& U LS, ) i ol o3 pailiad

Reciprocal Cipher 4wl & ydilf

ABCDE FGH I J KLMNOPQRST UVWXYZ
ZYXWVUT SRQPONMLKJI HGF EDCBA

plain text : send guns soon
cipher text : hvmw tfmh hllm

(& sasall 2 5 YA llal) L€y ) 48 phall o2 ailiad



