
erl1lbslJ r*3X iJlju
('All

slrl lt tfliFl irblll*$ lJi
.,uJ-I itr t.I

$ f U Cholesk \rlrl\r SIL.l\ \$gal\ @\5J5.4J\ S\bia..\

ut5.sl\b)ts\ rrr*B
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cjsYf cjraijf



L.riJt-t

lu 4\1 ,!rJl 4.UL-J 1cl-J $tFll &l rte di ,-'l r.1^ J$,jiill ul-,ill dii-'l
;1S dap. 3.uJl gqi ,rr Lt..,rJl .9U1t gll o. tiJ- ,rJjJAll crlJG d .l31-,1.l pls5-)l
Jp,Li di,'r- 6Lr-ll AjjSJl l..j{3.1 is.Jl eLrill _rCi .r. ( Julius Caesar)-r-$ eC-l
a.h ;(Caesar Cipher) J"-Ji 'oJi.i 4^.,,1f ''l*" (Cipher Ji't*) iJ"'l 'tr"j.'1l.n

.[2][5] 4-!,Jr+ illi 6. rj)-1-1'.-e a:YL-il

Machine Enigma l.6j.r .J.ji.iill ot$"'+ pF Ct c,yyt ir +Jl r+ l+i e-+Ll
.glt cll-,t JJi,j,: dbJ .i-r.)l e)L-ilJ i+.+ il*r oJ-+t ciil! ,rp j3#"Sll dS.i,J
,',. . ..i c.l;liJl _,pl_,i orj . ':ri.iill dliJ -'"ji.l,3ll dr cii$Jl iJii sl drLJS-ll dJ-Sis'lJ

-.,+...i1 dL -.;r.Jt'i../ as fill o.ll d.s;jj . Ui.ijll ,51-.r.1+ L'-iii i.cJ.+- IBM as-.1.,},

Urs-ir ar.x; pr, ,.t5tt J+L rtleitl lrA iJlsr . [2] (Lucifer) -epJ ,,*l n !" 
"+1ii rl Y! , xi.iill :-l,rl J! I..-ti'll d,t -,'JJIJ drtsJ,tll LL ,'q Luliic) +Jr A..S.-r!l

i-l,ii J.,rr"i p3i: ,-rlsll gr -gJl ,",i-i , du-Jl .4b i|r .JlJ'-tl d L-lJ lJl,i'iil eii'
. ),i.i,ill di+Ll -,i;'- s91 I r-l-r.ll 

-.y-.,pl 
L.. riqr; -r+i,i3

!+rl-.:S:lll ;ll,""Ui,+Jl -r€.-tl ,diL+-ll lir ,r.i ''' e J rf| ci.".,,j^ll j-t,J ,-r-t

p-t+ il.u ,-i1-/t(National Institute of Standards and Technology- NIST)
|iA 'rt i! , (U.S. National Bureau of Standards)-.lruJ s-s.-]"]l s'iLJl ','<'n
(Data Encryption Standard- 6u++ll -.ii.l'i JIJ'- 4jlo .3Ui i_l!.- l lvr eb rF.Jl

Clli" frii-i ,r:lt (Lucifer algorithm) Jti-i 4".jJlF J! Jli'-ll l:r 'jl :jDES).
Jir . ljl! t'll aEill , !'irJlr r.Jyyll ,-" rFI O1,S; d,l ! Jl\ , (bit)d+ 01 dA #,i,i
Jil .ilFl crYl rlli.i:l dlJi+ll 4j)&lJ r'! lVl pLe \r-^,jl JtJsll l:A L-S-ll ''r \:'r"l

(ATM).



-: ljq."YSll .;rLifjl$b,-,i+ -r-t

(Caesar CiPher)r$4r!l.rr -t-t-t

Zi d t. i-ru,iit u5l J ,!n iitl cJ+fi L*J gr i.rrl1 ,rA -'.-i 6J,r.i . -'ri.i:lt d
,,....- 

-,1,rl 
;r-,rt-!t .ril gn dJr (5 d$F ta+ fi Cl dr+itl cid.jJlF Elrl ,.1"

it..it _p1s r:t., r $.iilt C$. Ols j )t3jr Clii.".llJ &-rlt.*qt'di:"ll Ji.illl Cl$.
si-.;sJl'; '-iJ,r (.E dh$-l Fl- .:rF r drl'p &)3 ui-.;r)l r-ir-.,)iJ [] 6.ill ut I'lr tt

.,f t.S) E JA B ' iJ-tl J D liJslt+ A' '-,r-U d!3J lli lr+i$ d o-r*1 Crllill

. [2][5] ,-iJ.)l efl.J ii..rll+ t$ r (l drarlJ

(Caesar Cipher)-r$ irs bn eo-r ( t ),5.1,I

(Caesar Cipher)-nr4rjJ:. d.ti3-l e;rr (l) d-.1 dr+tt

Plain Text A B c D
Kev 3 3 3 .'

Cipher Text D E F G



(Substitution Cipher) clt{r',,$ lFiJl}i -l-t-l

JISiJ 0q qF eldl L...J ;,. rcr<l , qjl+g-)l olJi.i glyl ,s.r.! or _r+ilt i_ii cJ

1!J.! dlli-J irj-lt1,: (Y) d-r+ll g;+ lUi .dl$i-)l 'oJi.r, rhi5. 't+ 
iU:-t .';Kt ot-.pl'

!sr..!t g,. ,-iJ,r rF l!.ti.i i+$.1 -.Fi Ltt''rr..l lpj-llF pl.rii-,l is+J , Clli tl flrii.rtJ
. t2lt5l d#+'lll sJs ) -,'1 s-r-l

(Substitution Cipher) dhr*'Vt rp-.;rtri f:ii-rl Cr;l 1t)drJ+

As'ymmetricat and ) tJAjLll JslJ iJA-!.ll d,triJlJ.ll -f-t-l

asymmetrical )

d.'l+jJlJijl rE. Ol qF d.ii tFjJlJAJl ,Je J$i,lll l&.r.ll c.l+j-iFll r&i y

-'+.i3 ai..j-JlJ. qt alL.n.,t 1.+ Key gEi.ll .ro.9 pt 
"Jt 

.r;.3 I iJ-r iJ,J6i.J liJi..
.r.}?,., ctLr s! ciL.J.-.tl t ll g; i$.a J+L3 C.+. L+l .*.!':tt cli bj-rtr- eir cLiJl
cr)l..ll FEs ,j AF!...,:1li et Ol i+ 1...- 4iLD s^ l-i# i..r,.1*J llc ' lJl"t Clji.ll

' 
tll .'ll

Key +l +2 +3 +l -rz -rJ +l
Plain A I T P E D I A

Cipher B K w o G G J C



: l|r.^.iJ! Cllill d$":sXl ciJ.jJlJill eri!

(encryptlon symmetric) : i$&ll *f&ill i{.iu!i -l-t-l-l

Ai ld.j-ltr.l 1a+l-.1,. J$.!,tlt 1r.'ulr.l d8iJtll )S r/ 13& -i,$ll CBi. 0-r-$ l#r
.t5l (E=D,Ke=Kd);*s

Encryption Symmenic J'lil&ll Cllill+ .ui.!ill e.-JJ (Y) rSlll

(encryption tsymmetric )iJil-!.ll .jHi J&f$ i'rjJlJA -l-f- t - t

. e.J..ll CBi.ll.f Jli.ill| bJ"ll lia ,-.,03 (Kd * Ke , D * E) O_A trrr.r

key Public d'll CEilb lft ;ui.sll CtrL ur*,,1 dn (Algorithm key Public)

.[5] (key Privet) r.r'tiJl Ct5ilt{ Kd Ctrr JIJ



.{srurmetric Encrl'ption

Asymmetric Encryption JtLi:.ll JP CEi.ll+ )Ji.i'ill C-3g (r) cF.iJl

3 ci.ljA.n.rll -l-'t

OJdl u" dJ["i.,.illJ crUf+JYl .,f 43 d;u 5 'i'i ssr. g-r.rrll Lllrill ril
JIJ&)I d ,",,,.. Cl 1ir&ll dilj"ll ehii-l clt+- ,-r" cr.:l; .t!.r.ll c.J-d;ll ,r.:tJl
+;tiJ 6l+.jJlJA+ 4;l'!ljl dblJl d- ,r,.r c.,.lU, ''J-.t S -6lA i.i"iil , 

, t lJ,rll Jc..leii
6l+l."5ll iF ir-"s dJld.s .Di rjr l$; dblJl JKI i+1L- rCl ,'6.i 4jl ..i+ ba. [1]
iJ+i- lJrllKlllJ 6;A)l pjlJl-; c.,lJ;!-ll i'1.+ ".Cl cJ.+ ; ,:t-r-r:"itl o.u rlrL'o+:rll
dJKtiJKl iij."j,',-1. l' \i'tJl i$tJ.il eil-rJlJ4r;tJ.J,ll dilJtll.iJ+i')l rir.ll i)s

. 4Jel-i+Yl p1LJl5 , J.'.3i)lJ. ' 
"LU 

d l.S cJYl i tl o. !\rll

: lc:$.ll ciid...ll -l-l-l

Ol.ri.i > j,JSIUij:Q d,tsli!Lrt" i$Lie n x ngllO.UiiJi.'- llOld+-r
.i;ti.-l 33S: Lill , " '- r aii .rill ii .i.-.ll J,.-Us.

liA. i < j l-rb Lij:0 OIS lil S'ii:$.i-iei,-11 xnUCl O,.Li-iJi.-.ll 'r"..i-f
. n -Il4+J1 ,. Jtill 6Js ail CIJ iiji.-.ll -),-Ee jS gi .'ri+

Sccret
x.y

Public
K.y

H
Plain Text

E
Plain Text



,5t dii{ di-j bJ,-Uc dll :U.i.-.ll st n x n gCt r-x D=(d ,i ) lJJLill &Ji'-J -r
rpr-i iiri.-- ',-r 

ilur '" d u*Ii[,ll;{,fr:iilii..;'iI.i

l,,A = Al,,

. n x n g.rrll O,' f'r.;r iiJi.'" A drl.

ciliJi...ll sl$.il d$r:ll -l-l-t

,.r-, LU = A i,riri.-.r "..; f.!,*il tfifi tf ,ff,LI.
.rr ctrirr .i : 1,2,......, n Al r-r Uii r Lti # t$l O-1S; Ol :, ) clJ.:ll bA j1+y

:p] lt:lS,rl, iJr.&l=+11..,1 li$ Clil

.i = 1,2,....,n i|;.l sr Lii=l C-.r 1pai1 @oolittle ) d+il! +.&1. - I

. i = 1,2,....,n d+l cl. Uii=l e;t * t.llr (Crout) cfJS +J-l -Y

t$ Juil.l rtr .i # Cr.+l Lii=Uii C#,-,. 1J-!l t.u spJ (Cholesk ) ,#$:,rl-l -r
. tll +-lll+ irsJ* lili.-. A :ii.i.-.ll g.;Si t.rro grj*)l

e.,.I+ll r+r ,'l- rrr+ JHi.ii fllii $;) c$n-.[ lr1t-ll dCrll dsl+ll Pi.5-l

dt dr5 LU Cholesk inJL fsl-'lJ -'Ji,:sll 6JL.;.J"3r crL.&.ll ii!.| tulciJ1n-,1il.

1;;l C+l&{ "u-i a+ll r:Dt3 I O-$l -9.i1 d! e$ll ,rr ')ol li;j"!l &+Lq dl-Lll

-,lp-urti.il tJ$ ..tl. te-t-irt rr 0l Of lilLD iJlJ qi"l dE sUt+ll d[.-Jl !.r''i.i'
.clhl ilrl6.



f

,Jr3tf
aa



ii,tJtr.,,ut!t _t

-: ,'!- -$.l,itl c.l+.j-ll,p -r-rlaj rjt+-,rrs 6.J+l Cl ci+jJlJAll d. +rrll cILrA

drl ,i.i,tlt l'l.oj,'ll crl 'i.:,!lj 4i JKll d.'I.'i.ill dEl-i.ll r"ji,illl irjtlr- Un dJtei .4tia

'oJi,j,J .rF-i6'.Ji.i dll! ,Jc ilL)l er.: .AESTDESc]. gLi$ g.:lJl ,*Jl Ji.3i i-,"iKll

r,ri,iXtl ,Je c.'r5-,, Cl ,:t'J!l 0r q.uil ell$ drt+r.l)l d s,l3 '''i 1l LaJ,6J'.\lJl 6rl.,,Jl

, dll )"ji.j,3llJ,'rlKll

(Y . ' A) Ragheb Toemeh ,subbanagounder Arumugam c'Lll uiSu ii
i:0Jrll 4J"jJlFll &+l.: {,rjls.l .;l .+$jt r+jtlFll J#ll ,}r gr" 

".-l$ll -xi,i:lt

cl. gEi"ll f+- iE"$ f:Ji.+Ji '.Jii ,,s . td-l) d ,i -"'i.!311 ftJ.J lr1.gSjl i-Ul *p '' '- ltt

4+Lll c,, dt-i d^l'S 4-lsi-l p: .u-.!ll Lll.i gl., .liii+ll iFjJlrill J*il.3 (.Dr

. [13] 4caFJ"Il

tUl .J' LL-i 5J rii (r. \ Y) John Justin M, Manimurugan S c,.Lll l-l

Llll ,',i''^. Crt+$$ e.^"S t', gl+iiill e'"+ ,.r+tL-l .'orJ+dl -Ui'.:,ill ,:l+1i3 qF ij!-.
drl-]$i., c,,) ..-!l J:\i.i3 dr$ ,Jc c.5-,1 ll .4-*E ll Jbn till 6l;ri3 ' :ttr ' ii.lil L-lJ i!r"."-i+i

i-,1-pll ou r..iJ .Uj{J',j,ill l-r1.,rlc $ill r.ri,Lill ol;ill3 C}jJl J+r.!,ill3 .€i-i'-ll .!i.ii
Prakash Kuppuswamy, elA$l rtlr . t6l ):i'l!l ei i,.rii^'*ll ohll d.llJ5'. lJt'l Jl
. rV dJl\r pl-rii-! q4 dEl-3. CEi.4:.jttF Clft+ (Y . I Y) Saeed Q Y Al-Khalidi

. [9] iijc- L"* 4iJA &.:^!l aEiJt ej-F d-. c-li o**,

' i 9 (Y ' I t ) Mohamed Mezid Deribati q/b..J! +-F ':'r'' dsLrll pti-;

dr 4+-'1.tl "oji$i^ll jl"ill 4i-\.i i;lill o).:lJl d"+ cJ- rte+) d,--rjll- er*.j-ll:'
,i,..:3: .iJ'.-bJ 'o-.,$l! 1 'rttr , AL- ..$J Ut - 1"1 = 2 i,d*j,lFll ':'tL?. n Li. !l

i.i..i.-. t {j. 1-[ !}rli. Ji.-. o1 '. LF.i,,J" JU!!l i+-\.i ii..i.-.ll ir.ES *!l l+jJldl
.Jui!l 1JD.:

i-'illl JU6!l 4,r:)3 4+ti'll cr):\r-11 cJ"+ d- ,r:t-.,f \iJ,. )..s.r Cst+ll C-.jFl C'rP

dr'i . Jt-Lall 4;-l-i i-i.i,-.ll ditsJ ,i,.^:si I'iiljll 4J.jJlJAll Li .4Jjl.1F. +vj-.,tr
.(r) -!ii)r &u. o"ti cJ-l ,*;re d:r.tl dr ell Ldlr-l dll O$J1,5 

"n-$i+'jJlJAll

CEL el.rii-l Uf & ,',6-l gLil)l e.+ 6l lAr). c.r.i o)ci 61.,,lJJl i'+lJ. u

4+Ji dXJ\ 6l .i+ t* J$.i3ll i'J.c r.t' Lr;i.*lt lllJl dls.j,,rte .:l-3c)l O1.l .,;.Ltj&.

Cl:i.lI 4.$ ,:r-: j !tl"3r)l i+. & '$-"ic.)l 9j )1.. iJirill ,!Ll iiLc d \l-r
iF 4jL L-'n !l 4i;Jtll ,/ L* . uJi)l $lFlJLJl J'+e)l Ja+ )i)l ri.1r.l J.ii jeEi'll

, t{r.,ii J+i,i'ill 4*j-rt; 0.; t+.....r." lej+ dJJS,j- 4jJS Ctji.ll ,jFrJ e+ ;l l'r i'r."'-ll



dl A fiJi.-J clUr: ,.le c.?$ ,,3ll ,.Ji* 1j13. liJi.-,. d 6. Ctii,JI G-t dJ- -:rF

. Choliscy dJiI llJL &C"i clliJ sli.. rrrR I liJi.-.J tdlc lrllL lii.-.. il$tii.-.
lLr ,,f LriL".ll lltJt .rl at'trJ1 & gl Orr:,*l 6-iftt L[.. "b 

l.ir. -p)l r]+J l'..
. !i.t!l



&Jtilf di-4ilf
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I
2

: ,3rJl l{f{j. -l

-: Jrilill cli3 .;li3!l '3b.jJlJi - ! -f

ji.jiill 4:.jJlri,r CEill +l-i {r"j-llr- qt-, objJlr. &)i r..p 4-Alt O-61

: Ji.l,ill dliii.jJlFJ

-: guLlt +t i -t-l-?

Input Key
Key + A;1

-: Jrllill tl-jut.n -l-!-l

l- input p(plaintext)
2- B'i=
3- Aij= Bi; +key

4- A1.; =L;1 . Uq
5- Count Lptobinary
6- Print Lir

-: Jrllill dil+.jJlJi -l-l-r

l- Inputc (ciphertext)

2- Convert c to decimal

3- a =L;1.Lti1

4- If i>j thenp=a;;

5_ p:p-key

6- Print p



-g.i:l| 1r.jJlJi.l-l&, enj (t) dsill



Ji,i:I dlilr.jJlF LL.:.. e+! (o)dis.ill



Ji.i6ll dlir ai"lllg.B;$+fu+lr eirr (1) dS"$

15



J ' :.r' lt .uo clirh di3.".ll eri crF cauJ$l lc+l.l e-.lll (v) ds,i,ll 'l-l'r
. iJ-l r.s liJi.-.ll eliJl Jl g1Lll rllts ll d.g- r Lty:UJi.-.! 6!€'yl

. l{llA.rl fs3..'.ll G&L"r stl lll--,!l

li5i,-.lt 6er ie t-i 1r+lr g-g (V) dE ill

16



-

Plain erltdll d$!fr5..,.tt;.f, e,pg.t'i-;ttlr+tr e+s(A) #.ill -l-l-r
t+- qJ.". LiJ..,,|r &)li 0. OJS3, grtl.e r lJ'-.,,l| dr+ udrll el.-Flt qf Text
fX-il d$l e.'rr +t e.,ll d .1r1Jlt t-l# e eli:-ll tCt AU+.r1l liJi.-.ll

. trJra* rl$-.ll r i*-,r3ll t5yl rr e.aJg g.J.

iJt--rtt .Jtirt 4a+lJe.5J(A) r.E.!l



I

Jri.i3$rslafs'3...ltlrr.5 ur .ri.iill glSiediif€'lJC.-JU(f)6.i.ll -f-Y-f
n ip i;t+e Orl .r!t J .ui.iitl Clli. dB4+ uatill 6;JJt Jdi encryption

. i6Jyt {J.

Jilil| Clc. dirl lFtr C+ (1) dsr.il

18



l,$i3 fUJl iF fj-5.t1 1i.!'ll .l*-r ti.iElt $- cl13ll e.rf (l ') 6.ill -t-l'f
. (1,0)

*fflllcb r\$l e.-* (! .) d.ill



: .r*illl.tildt e

Jj + d$...lt Lii rb C{F Ji.ril di fut+ fu+J-r erg (t t) df.itl

u,jliJl lr.G,)l Jl dJiJl rs cl.i.tl Cu Jab J$&ll ,$ dec4rytion

. lij.-Jb

g,l,it c[ U+ 1.+13 e.-r (\ \ ) dS.r$



Cl$.ll i'li fuI€ sfJ Jli.iill dli $- g. lttlll lJLi'It g-g (t t) cjgtt -Y-r'r
. 4ft.".11J&rl iHql'6i3. Or$qtS

Ji.illl cli Clli. Cti.Jt 1.+lr (l l) CEill



ettsll c,-ill rl elt-jl ,{.-l"J -ui.i3ll dli 4I"c cla,:ll g,.:1 (lf) ds.Lll -f-l-r
. Plain text

i; r o-]El

[ra ntfnbc ol cha,rdqa lrtrl ccigqr add: 6

Edc 
',o, 

tttclr€P i

yo, rihc:

Jdf mt|t{l i

,li.i3ll €li iiLe claiil i.6;lj e-r* ( I r) &{-ll

r 0l 00 0000r I 00r 1 001 000r r 0000 0000 0000
r L01 r 100fi m00000000fi lml1.1100m001m.|110001 0000
0m0 1 0t.01 00r @r 01 1 01 01 fi 01 1 l 00.l0l 1 l'l 1 1 1 l m0.| 00l l

22



g4lJll



-: CjEitlilStj. -t

dlilr: C.lJr alr|r..J1 L3. titl 6-'i.:,ll ,Je -'Ji.i3ll ciJL+ l"-l3ll crl-,i-r3i)l ol-pl r'.f

(\ o)r (\ f ) dS..:,ll e a-;lt CiEill Jl 'tt -i Cryp tool.2 r Cryp tool .1 6JiJl
.oji 

6.r" crjg J 6-.i.:Jl ilrlrir -r-6,J" clrlill *l9l F dsiJ dllJ . (\v)J (\1)J
45 .sll i"j"j1lFll

side channel l^iJj" rlrij-l+ lJi.j,ll d$.i iF iL-.rll etjill e4* (\ f ) d5.i,ll -\-1

,rl" ( ''Ji.itl dJl5l &L,J-ril ,J 
"'cs CD 4-/.tt '.Jis de C'jtilll cu*lil ''!- . attackl

. (l f ) t-F.t!l cp ei-J. L.+'"-J "'-n tll dil-iJ JA,,S

I I hddd x'rni6 o{ <nxdiFrddcir lt <Lb td.Cl'..n o|r.d} .l' l'E

side channel attackl (\ t) t5'l'll



-

oltra .a.r-.n ,.r aa lyt l|.d

dF tL-r.Jl CJsll e.-r1 (lo) cl5.$ -r-i
''-$ d" ell:ill 'lJiJ I;SJ C{F. frequency

. 'fi'l'll

a

600

floating frequencY (l o) dE-ll

. M-138 Analyzer rlrii-t+ iJi.ill dJ.s ,r'. alr.ll eiliill gl (t r) d6"ill -r-t
. ''Jiill J.'S,,Jo Q$tl isl-Lt-l ps (11) t5.ilt d -'.I* t-S

floating liUJ" drij-ti 'oJi^ill dl;Iri

J..6 r.Je ftoating frequency li.'.-,/.lt

M-138 AnalYzer (l r) t5'.l'!l



Burl -Kamp Massy tlrii-L iJi.ill dJ.: ,1" iL-r.rll CrtiXl e;J.,l (.| V) dls.lll -t-t
. 6Ji.ill dllrl {rl'' liULll 4,rils.l ps 6*t!tl -*L:1 Attack

Burl-Kamp Massy Attack (\ v) r5.!'ll

lffiraffill'l
J1tu,.<'.rotlr I->

F..db.<k pobnEmill C:

Minirn.l hngth l-

26


